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Exploring the “Stored” in Electronically Stored Information (ESI) 

By Eric Hibbard 

The inclusion of ESI in the Federal Rules of Civil Procedure (FRCP) has necessitated a closer 

working relationship between the legal and information technology (IT) communities. Both 

communities have been forced to acquire a rudimentary understanding of each other’s domain 

to meet the challenges of identifying, preserving, analyzing, and producing ESI as part of 

electronic discovery. This has been especially true of storage professionals and managers 

within the IT community because of their special relationships with data.  The Storage 

Networking Industry Association (SNIA) brings together vendors, channel partners, and end 

users in a vendor-neutral and technology-agnostic environment for the advancement of IT 

technologies, standards, and education programs for all IT professionals.   Read more 

Achieving Electronic Discovery Detente:  Why Reaching Across 
the Aisle Matters  

By Michael Swarz 

More often than not when parties engage in electronic discovery it’s not pretty.  Each side 

tends to view the experience as a heated battle going for the kill, at times with malicious zeal.  

Both parties deviously wish to bury the other with paperwork and clever burdensome motions.  

Needless to say - professional courtesy is frequently checked at the door.  This type of 

environment is rarely in the client’s best interest since it prevents each side from having 

meaningful discussions with opposing counsel.  Critical eDiscovery issues such as 

collection/preservation procedures, processing protocols and production formats are frequently 

either ill-communicated or left untouched and on the table.  Clients are routinely at a 

disadvantage from counsel who presumptuously thinks – I can do this by myself.  Read more 

E-Discovery and International Commercial Arbitration in 2010 

By Thomas Shaw 

For large and medium-sized corporations (and even many smaller ones), the norm today is for 

business transactions with some international character.  To minimize the cost of any disputes 

that arise, involving multiple sets of potentially conflicting laws, corporations have migrated 

towards using arbitration instead of litigation.  This moves the matter out of a litigation process 

which (at least in American courts) includes extensive discovery.  As discovery in support of 

litigation can be a significant expense in corporate legal budgets, minimizing discovery 

obligations in arbitration is key to reducing commercial legal costs.  Having previously 

discussed e-Discovery in international litigation, this article will focus on e-Discovery in 

international commercial arbitration,   Read more 

Digital Evidence as Hearsay (Part 1) 

By Steven W. Teppler 

It is my belief that all digital data is hearsay in legal proceedings within the U.S. and that the 

current approaches to dealing with the hearsay exception used to offer computer-generated 

information into evidence are inadequate, if not outright failures.  I propose that until the 

Federal Rules of Evidence are revised to reflect the ephemeral nature of digital evidence, such 

evidence should be considered hearsay and deemed inadmissible unless a hearsay 

exclusionary exception is successfully asserted, based on heightened reliability   Read more 
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By Eric Hibbard 
                      

The inclusion of ESI in the Federal Rules of Civil Procedure (FRCP) has necessitated 

a closer working relationship between the legal and information technology (IT) 

communities.  Both communities have been forced to acquire a rudimentary 

understanding of eŀŎƘ ƻǘƘŜǊΩǎ ŘƻƳŀƛƴ ǘƻ ƳŜŜǘ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎ ƻŦ ƛŘŜƴǘƛŦȅƛƴƎΣ 

preserving, analyzing, and producing ESI as part of electronic discovery. This has 

been especially true of storage professionals and managers within the IT 

community because of their special relationships with data. 

 

SNIA and Storage Terminology 

The Storage Networking Industry Association (SNIA) brings together vendors, channel partners, and end 

users in a vendor-neutral and technology-agnostic environment for the advancement of IT technologies, 

standards, and education programs for all IT professionals.  The SNIA Dictionary,1 which represents a 

significant on-going effort, contains terms and definitions related to storage and other information 

technologies, and is the storage networking industry's most comprehensive attempt to date to arrive 

at a common body of terminology for the technologies it represents.  

It is also worth noting that the SNIA Dictionary includes terms that are outside the storage domain; two 

such example groups (or contexts as they are known in the dictionary) are data security and legal.  All 

of the non-storage terms have a demonstrated relevance and efforts have been made to leverage the 

work of other organizations 

Shortly after the 2006 amendments to the FRCP, the SNIA recognized that its members needed a 

better understanding of the legal issues associated with ESI and electronic discovery, and as part of this 

effort the SNIA Dictionary was updated to include key legal terms.  One particular term, Electronically 

Stored Information (ESI), proved to be difficult to address because of the vagueness (by design) of most 

existing legal definitions of ESI.  After significant debate and collaboration,2 the term was defined and it 

is provided here because of its relevance to this community: 

Electronically Stored Information (ESI) ς Computer generated data or information of any kind 

and from any source, whose temporal existence is evidenced by its storage in, or on any 

electronic medium, wherever located, now existing or developed in the future, and irrespective 

whether such medium is real, virtual or otherwise. 

                                                 
1
 The SNIA Dictionary, which is published bi-annually, is a special-purpose dictionary containing terms and definitions 

applicable to the storage and storage networking industry. The on-line version can be found at: 
http://www.snia.org/education/dictionary/ 
2
 !ǘ ǘƘŜ ǊŜǉǳŜǎǘ ƻŦ {bL!Σ ƳŜƳōŜǊǎ ƻŦ ǘƘŜ !.! 9559 /ƻƳƳƛǘǘŜŜ ŘŜǾŜƭƻǇŜŘ ǘƘƛǎ ŘŜŦƛƴƛǘƛƻƴ ŀƴŘ άŘƛǎŎǳǎǎƛƻƴ ŜƴǘǊȅέ ǘƻ ƳŜŜǘ 

the specificity requirement imposed on terms added to the SNIA Dictionary (i.e., vague and self-referencing definitions are 
generally not permitted). 

Exploring the “Stored” in Electronically Stored Information (ESI) 
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The SbL! 5ƛŎǘƛƻƴŀǊȅ ŀƭǎƻ ƛƴŎƭǳŘŜǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ άŘƛǎŎǳǎǎƛƻƴέ ǇŀǊŀƎǊŀǇƘ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ 9{L 

definition: 

The issue as to whether "unstable" or ephemeral information such as RAM is discoverable as ESI 

is a developing area and is fact-specific.  Some court decisions have held that in certain cases 

RAM is discoverable ESI, and in certain others have ruled against discovery of such ESI.  Clouding 

the issue further is the increasing trend by enterprises to use unstable data (e.g., RAM) as actual 

storage, and hard drive space as backup. 

The SNIA Dictionary may offer the legal community a wealth of information on storage technology and 

terminology, and help resolve disputes over specific meanings. 

Storage Media and Capacities 

For many people, the term storage conjures up an image of a hard disk drive (HDD), optical media (CD, 

DVD, BD), some form of tape, or possibly a USB flash drive.  The more progressive among us may have 

included memory sticks or solid state disks (SSD) as well.  All of these are either storage devices (i.e., 

mechanisms capable of non-volatile data storage) or storage media (i.e., the material in a storage 

device on which data is recorded) used for digital data storage.  Non-volatility or the property that data 

will be preserved, even if normal environmental conditions are not met (such as on disks or tapes, 

which continue to preserve the data on them when electrical power is cut) is an attribute of all storage 

devices and media. 

All storage media have a maximum capacity that is described in a multiple of the unit byte such as 

megabyte (abbreviated as MB and representing 106 bytes), gigabyte (abbreviated as GB and 

representing 109 bytes), or terabyte (abbreviated as TB and representing 1012 bytes).  Some of the 

more common types of storage media include CDs with a capacity in the sub-gigabyte range, DVDs and 

BDs with capacities in the range of 1-50 GB, and HDDs with capacities as high as 2 TB (going to 3 TB in 

the near future).  In reality, these are consumer oriented storage technologies that do not reflect 

enterprise-class storage systems which can have capacities measured in petabytes (abbreviated as PB 

and representing 1015 bytes) and exabytes (abbreviated as EB and representing 1018 bytes) and involve 

complex, multi-national implementations. 

These capacities can come into play when a preservation order is issued or an overly broad electronic 

discovery request is made.  As an example, consider a scenario where an organization employs a 

centralized backup system based on LTO-4 tape technology (800GB per tape uncompressed) with a 60-

day retention period (tapes are recycled after 60 days).  Further consider that this organization uses 16 

tape drives (i.e., can write data simultaneously to 16 different tapes), all ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ōŀŎƪǳǇ 

data is co-mingled on the media, the backup strategy uses full (a complete copy) and incremental (only 

records changes from the last backup) backups, drive-based compression and encryption are used on 

all backup tapes (i.e., tapes can only be read by the drive that wrote them), and a single backup set 
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(number of tapes for a single backup window) averages 50 tape cartridges.  Although 1TB of data might 

be the target of interest for a preservation order, a blanket order from in-house counsel to preserve all 

backup tapes in this scenario would result in about 3000 LTO-4 tapes being pulled out of service 

(requiring the purchase of 3000 new tapes at a cost of $50 each or $15,000) and the eventual analysis 

and review of up to 2.4PB of backup data.  Needless to say, most storage managers put into this 

situation would scream about the cost, the loss of productivity of his or her personnel, and the 

ƴŜƎŀǘƛǾŜ ƛƳǇŀŎǘ ƻƴ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ƳŜŎƘŀƴƛǎƳǎΦ 

Data Protection  

Given the importance of data assets within most organizations, storage managers and professionals 

are charged with protecting and securing these assets from a variety of threats.  For highly sensitive 

and/or business critical data assets the measures used to guard against unintentional destruction, 

corruption, or loss of availability can appear extreme.  However, these protection mechanisms can be 

important sources of ESI, but only when the legal teams are aware of their existence and relevance. 

This is also an example of why it can be important to have a technologist in some 26(f) meet and confer 

sessions. 

The following are data protection mechanisms that may yield relevant ESI: 

¶ Tape backups ς Involves writing a recoverable copy of a given set of data to some form of 

magnetic tape media for purposes of recovery in case the original copy of data is lost or 

becomes inaccessible.  Backups are not the same as data archives, which are typically the 

primary sources for data. 

¶ Data replication ς Involves continuously maintaining a secondary copy of dataτpossibly at a 

remote siteτfrom a primary volume (virtual disk) for the purposes of providing high availability 

and redundancy.  Data replication is a key element of many disaster recovery and business 

continuity implementations involving remote sites, which may also employ backup capabilities. 

¶ Virtual tape backups ς For all practical purposes, virtual tape backups are the same as tape 

backups with the notable exception that the media is disk rather than tape and the recovery 

times tend to be much shorter.  It is also worth noting that a preservation order or electronic 

ŘƛǎŎƻǾŜǊȅ ǊŜǉǳŜǎǘ ǘƘŀǘ ƛǎ ǎǇŜŎƛŦƛŎ ǘƻ ǘŀǇŜ ƳƛƎƘǘ ȅƛŜƭŘ ǊŜǎǳƭǘǎ ǘƘŀǘ ŘƻƴΩǘ ƛƴŎƭǳŘŜ ǾƛǊǘǳŀƭ ǘŀǇŜΦ 

¶ Continuous Data Protection (CDP) ς Involves the use of a class of mechanisms that continuously 

capture or track data modifications enabling recovery to previous points in time.  CDP differs 

from replication in that CDP has specific checkpoints (for example, every 10 minutes, once an 

hour, twice a day, etc.).  In addition, the organization may retain some or all the CDP instance, 

enabling roll-backs of the data to a finer granularity than the last backup. 
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¶ Cloud storage ς Involves the use of third party services and technology to store and protect 

data.  The organization typically uses supplied clients or specific interfaces to store and retrieve 

the data.  Preservation may force the organization to pull a copy of the data back to the 

ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎǘƻǊŀƎŜ ŀǎǎŜǘǎΤ ŘƛǎŎƻǾŜǊȅ Ƴŀȅ ōŜ ǇƻǎǎƛōƭŜ ōȅ ƎƻƛƴƎ ŘƛǊŜŎǘly to the third party, 

assuming the organization does not employ some form of encryption. 

With the possible exception of tape-based backups, most of these data protection mechanisms are not 

considered as part of data preservation or discovery activities, but they could play an important role in 

litigation. 

Conclusion  

It is easy to misunderstand contemporary storage technology and terminology and to underestimate 

the potential complexities associated with this segment of information technology. Technology-specific 

preservation and discovery orders can also be fraught with problems because they are unlikely to 

adequately address the way an enterprise is using storage.  However, most of these issues can be 

addressed by leveraging appropriate technologists during the litigation. 

 
Eric A. Hibbard is the Chief Technology Officer (CTO) for Security and Privacy in Hitachi Data Systems 
(HDS) where he focuses on storage security strategy and technologies. He is a senior security 
professional with 30+ years experience in information and communications technology (ICT) and prior 
to joining HDS he held key technology positions within the U.S. Government (DoD, NASA, DoE), 
academia (University of California at Lawrence Berkeley National Laboratory), and industry (Raytheon 
and QSS Group). Mr. Hibbard serves as the International Representative (IR) for the U.S. National Body 
for Cyber Security (INCITS/CS1) to ISO/IEC JTC1 SC27, the Vice Chair of the ABA E-Discovery & Digital 
Evidence (EDDE) Committee, Vice Chair of the IEEE Information Assurance Standards Committee (IASC), 
the Chair of the SNIA Security Technical Working Group, and the Vice Chair of the IEEE Security in 
Storage Work Group (SISWG). He also holds a unique combination of security (CISSP, ISSAP, ISSMP, and 
ISSEP from ISC2), information systems auditing (CISA from ISACA), and storage (SCP and SCSE from 
SNIA) professional certifications. 
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By Michael Swarz 

aƻǊŜ ƻŦǘŜƴ ǘƘŀƴ ƴƻǘ ǿƘŜƴ ǇŀǊǘƛŜǎ ŜƴƎŀƎŜ ƛƴ ŜƭŜŎǘǊƻƴƛŎ ŘƛǎŎƻǾŜǊȅ ƛǘΩǎ ƴƻǘ ǇǊŜǘǘȅΦ  

Each side tends to view the experience as a heated battle going for the kill, at 

times with malicious zeal.  Both parties deviously wish to bury the other with 

paperwork and clever burdensome motions.  Needless to say - professional 

courtesy is frequently checked at the door.   

¢Ƙƛǎ ǘȅǇŜ ƻŦ ŜƴǾƛǊƻƴƳŜƴǘ ƛǎ ǊŀǊŜƭȅ ƛƴ ǘƘŜ ŎƭƛŜƴǘΩǎ ōŜǎǘ ƛƴterest since it prevents 

each side from having meaningful discussions with opposing counsel.  Critical eDiscovery issues such as 

collection/preservation procedures, processing protocols and production formats are frequently either 

ill-communicated or left untouched and on the table.   Clients are routinely at a disadvantage from 

counsel who presumptuously thinks ς I can do this by myself. 

Is there a better way?  Of course there is.   

There are numerous reasons to opt for a collaborative eDiscovery environment.  By avoiding traditional 

ŀŘǾŜǊǎŀǊƛŀƭ ŜƭŜŎǘǊƻƴƛŎŀƭƭȅ ǎǘƻǊŜŘ ƛƴŦƻǊƳŀǘƛƻƴ όά9{Lέύ ŎƘŜǎǘ-pounding your firm and your client can save 

on their litigation bottom line.  In addition both sides will be able to devote more thought to the actual 

digital discovery merits at stake.  Plus, never forget: a little goodwill and mutual trust can certainly go a 

long way with your Judge. 

 Naturally there will be much to discuss; below are but a few recommended conversation starters.  

Negotiate Expectations for Collection and Preservation 

Each party may have on their own gone ahead and sent a litigation hold letter to the other side making 

requests as to the preservation of various ESI in question.  However, most litigation hold letters lack 

the precision and tracking mechanisms needed to make them viable.   

As such, parties need to begin discussing their approach to collection and preservation first thing.  

Have a preservation protocol drafted up as a record to show what ESI you have and have not agreed to 

collect/preserve from the beginning.  If nothing else this protocol can serve as an insurance policy to 

pursue or defend against a potential spoliation claim down the road. 

The objective of the stipulation will be to delineate the scope and methods used for collection and 

preservation.  Of course, this protocol should be case-specific as every ESI situation is unique.  There 

are many advantages to being proactive in this sense.  It would ideal, for example, to know from the 

get-go that the other side failed to suspend its email deletion policy.  This will prevent arguing for 

spoliation later on for emails that do not exist anymore.  

Achieving Electronic Discovery Detente:  Why Reaching Across the Aisle Matters  

 Orders  

g 
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Defining the collection and preservation universe will also allow counsel to have a more complete data 

map created.  A data map is much like a road map to digital evidence.  It notes all of the media that 

contain ESI and links up all of the custodians who interacted with it.  Who created it, who modified it 

and what levels of security are in play are all noted.  By engaging the other side each party will be able 

to more effectively zone in on the required ESI needed to captured and preserved in their case.   Your 

client will be able to approach the entire discovery phase with greater confidence knowing that your 

data map will truly guide them through. 

Collaborate on Data Processing 

Data processing is often the nuts and bolts of eDiscovery.  It is during the data processing stage when 

the hidden details and relationships of the ESI files are uncovered.  This regularly involves the 

processing of massive amounts of data typically located on hard drives, laptops, CD's, DVD's, thumb 

drives and backup tapes.  

The processed files are inventoried and documented with custodian information.  Compound files are 

exploded, de-duplicated against the processed data shipment or the entire existing case data, and 

optionally filtered by search terms.   Full text of files and their embedded documents can be searched 

to narrow down a data set for review based on file-level attributes and criteria.  Overall the enormous 

amounts of ESI will need to be effectively waded through in the most effective way possible.   

Each party would be overly ambitious to unilaterally tackle their and the other parties technical data 

processing issues.  There are simply too many unknowns and gaps of knowledge to formulate an 

accurate strategy.  Many technological issues will arise at this point and both sides should start 

communicating about how processing will occur well before any data is processed.   

There are several data processing issues to discuss.  

Lock Down File Types  

Email, Excel spreadsheets, PowerPoint presentations and Word document by and large constitute the 

majority of pertinent documents used as generally as ESI evidence in court.  Nevertheless, most 

custodians have thousands of worthless types of files on their hard drives.   Processing each type of file 

ƭƻŎŀǘŜŘ ƻƴ ŀ ŎǳǎǘƻŘƛŀƴΩǎ ŎƻƳǇǳǘŜǊ ǿƛƭƭ ŘǊƛǾŜ ǳǇ ǘƘŜ ŎƻǎǘǎΦ  tŀǊǘƛŜǎ ǎƘƻǳƭŘ ǘƘǳǎ ƳƛƴƛƳƛȊŜ ǘƘŜƛǊ ōǳǊŘŜƴ ōȅ 

approving the universe of relevant file types to be produced to the other side. 

Identifying the Relevant Custodians  

Any negotiated stipulation agreement noting custodians should be fluid and allow for growth.  More 

often than not the parties are likely to uncover additional key custodians while reviewing the ESI.  The 

ability to sequester data from any newly found custodians should be memorialized in any processing 

protocol.  
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 Deal with Duplicates  

Ideally, both parties should agree ahead of time whether they wish to deploy file de-duplication 

system-wide or on an ad hoc case-by-case basis.   Knowing which data sources require particular de-

duplication and other processing requisites should also be part of the discovery meeting with opposing 

counsel.   

Confer on Search Terms  

²ƛǘƘ ǘƻŘŀȅΩǎ ƳŀƳƳƻǘƘ ŀƳƻǳƴǘǎ ƻŦ ŘŀǘŀΣ ƭŜǾŜǊŀƎƛƴƎ ǎŜŀǊŎƘ ǘŜǊƳs to boil down the ESI to a more 

manageable level is the essential.  Discuss how and when search terms will be deployed to cull and 

ŦƛƭǘŜǊ ǘƘŜ ƻǇǇƻǎƛƴƎ ǇŀǊǘȅΩǎ ŘŀǘŀΦ  tŀǊǘƛŜǎ ǎƘƻǳƭŘ ƳŀƪŜ ǎǳǊŜ ǘƘŀǘ ǘƘŜȅ ŜŀŎƘ ƘŀǾŜ ŀƴ ƻǇǇƻǊǘǳƴƛǘȅ ǘƻ ǾŜǘ 

any search terms suggested by opposing counsel for your client's data.  

In addition, various processing platforms and tools handle search terms in vastly dissimilar ways.  Both 

parties should be sure they comprehend the technical requisites of the adversary's processing tool of 

choice.  

Verify Pesky Production Formats  

Most courts encourage litigants to tackle ESI production issues way before production.  As such, do not 

forget to incorporate this critical subject into your conversation with the other side.  Typically this is 

done at the Meet and Confer conference.  Be sure to drill down to production formats prior to 

production during your discovery give-and-take. 

Courtesy of the Federal Rules of Civil Procedure, parties have multiple ways to produce ESI and 

metadata.  There is a native production where one produces in the manner the ESI was ordinarily 

maintained.  Thus, one produces a Word document as a Word document since that is the formant it 

which it is ordinarily maintained.  An Excel spreadsheet file would be provided to the other side as 

an .xls file. 

Of course one cannot redact a native document and produce it to the other side.  Therefore many 

chose to produce is a quasi-paper format.  This is a modified version of the native electronic format 

such as a PDF or TIFF image.  TIFF images are electronic files that are like a picture of the electronic 

document.  No text or metadata is retained as part of the file.  

In addition, parties can also in a reasonably useable electronic form other than the form in which it was 

maintained and used.  For example, taking all data out of an Oracle database and producing it in a 

Microsoft Access database.  This is acceptable as a quasi-native type of production which can be useful 

when dealing with large databases and with other proprietary systems. 
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The type of production format agreed upon can and will have practical ramifications on subsequent 

time, costs and efficiencies.  Knowing which ESI formats will be most beneficial for the case will give 

each side a leg up over the competition.   

Conclusion 

Of course, collaborating on eDiscovery protocols with the opposing counsel can be complicated.  The 

parties will need to think carefully about how to engage their adversary, who can and will be better 

informed on certain crucial points.  Indeed, there can be a myriad of other complex issues to discuss 

when it comes to digital evidence - in addition to those mentioned above.   

Remember however that the more each side communicates, early on, the more ESI issues, 

aggravations and possible sanctions will fall by the wayside.  Whether and how each side 

collaboratively wrestles with these issues can ς and will ς determine whether their next case that 

involves electronic discovery fails or succeeds.   

LǘΩǎ ǘƛƳŜ ǘƻ ǇƛŎƪ ǳǇ ǘƘŜ ǇƘƻƴŜΦ  

Michael Swarz, J.D., is based in Los Angeles, California, where he serves as VP Marketing and 

Operations for eClaris, Inc.  eClaris®  is an electronic discovery consultancy and service provider 

dedicated to helping law firms and corporations classify, process, and review® electronically stored 

information.  He can be reached at mswarz@eclaris.com, by phone at 213-840-7109, or through 

www.eclaris.com. 

mailto:mswarz@eclaris.com
http://www.eclaris.com/
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By Thomas Shaw 

For large and medium-sized corporations (and even many smaller ones), the 

norm today is for business transactions with some international character.  To 

minimize the cost of any disputes that arise, involving multiple sets of potentially 

conflicting laws, corporations have migrated towards using arbitration instead of 

litigation.  This moves the matter out of a litigation process which (at least in 

American courts) includes extensive discovery.  As discovery in support of 

litigation can be a significant expense in corporate legal budgets, minimizing 

discovery obligations in arbitration is key to reducing commercial legal costs.  

Having previously discussed e-Discovery in international litigation,1  this article will focus on e-Discovery 

in international commercial arbitration, with additional explanations for arbitration in the Asia/Pacific 

region.   

To understand e-Discovery in international arbitration, it is necessary to first understand how 

international arbitration works.  For international commercial disputes, the parties may agree in 

advance or post-hoc to use one of a number of institutional arbitration bodies to resolve their disputes.  

¢ƘŜǎŜ ōƻŘƛŜǎ Ƴŀȅ ǳǘƛƭƛȊŜ ǘƘŜƛǊ ƻǿƴ ǊǳƭŜǎΣ ǊǳƭŜǎ ŎǊŜŀǘŜŘ ǳƴŘŜǊ ¦ƴƛǘŜŘ bŀǘƛƻƴǎΩ ŀƎǊŜŜƳŜƴǘǎ ƻǊ ǊǳƭŜǎ 

created in whole or part by the parties.  Or the parties may engage in so-called ad-hoc arbitration 

based on the UN or their own rules ouǘǎƛŘŜ ǘƘŜ ƛƴǎǘƛǘǳǘƛƻƴŀƭ ŀǊōƛǘǊŀǘƛƻƴ ǇǊƻŎŜǎǎΦ  ¢ƘŜ ¦bΩǎ ƳƻŘŜƭ 

arbitration law, its predecessors and progeny are first discussed, then the various international and 

regional institutional arbitration organizations and rules before moving on to the e-Discovery specific 

aspects of international arbitration. 

International Arbitration Framework 

The United Nations Commission on International Trade law (UNCITRAL) is an organization dedicated to 

ŦǳǊǘƘŜǊƛƴƎ άǘƘŜ ǇǊƻƎǊŜǎǎƛǾŜ ƘŀǊƳƻƴƛȊŀǘƛƻƴ ŀƴŘ ǳƴƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ƭŀǿ ƻŦ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ǘǊŀŘŜΦέ  Lǘ 

ƛƳǇǊƻǾŜǎ ǘƘŜ άƭŜƎŀƭ ŦǊŀƳŜǿƻǊƪ ŦƻǊ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ǘǊŀŘŜ ōȅ ǇǊŜǇŀǊƛƴƎ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ƭŜƎƛǎƭŀǘƛǾŜ ǘŜȄǘǎ ŦƻǊ 

use by States in modernizing the law of international trade and non-legislative texts for use by 

commercial parties in negotiaǘƛƴƎ ǘǊŀƴǎŀŎǘƛƻƴǎΦέ  !ƳƻƴƎ ƻǘƘŜǊ ŀŎǘƛǾƛǘƛŜǎΣ ƛǘ ŎǊŜŀǘŜǎ ƳƻŘŜƭ ƭŀǿǎ ŦƻǊ 

ŀŘƻǇǘƛƻƴ ŀǎ ƴŀǘƛƻƴǎΩ ŘƻƳŜǎǘƛŎ ƭŀǿǎ ŀƴŘ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ŎƻƴǾŜƴǘƛƻƴǎ ǘƘŀǘ ǇŀǊǘƛŜǎ Ŏŀƴ ŀŎŎŜŘŜ ǘƻ ƻƴ ŀ 

multilateral basis.  The UNCITRAL Model Law on International Commercial Arbitration (1985 modified 

2006) is one such model whose text has been used for laws in approximately 60 countries, including 

Australia, Hong Kong SAR / Macau SAR (but not mainland China), India, Japan, New Zealand, the 

Philippines, South Korea and Thailand in Asia.  This model law is set up to provide countries with a 

standard but modifiable statute template to encourage them to set up similar domestic statutes so 

                                                 
1 Thomas Shaw, International E-Discovery ς U.S. Litigation Exposure for Asia/Pacific Corporations, 
EDDE Journal (newsltr. of the ABA Sec. Science & Technology Law) Volume 1 Issue 1 (Winter 2010). 
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that arbitration-based disputes can be handled under similar rules when the dispute is international 

(but also allow for customization for any significant local policy). 

¢ƘŜ aƻŘŜƭ [ŀǿ ǿƻǊƪǎ ƛƴ ŎƻƴƧǳƴŎǘƛƻƴ ǿƛǘƘ ǘƘŜ bŜǿ ¸ƻǊƪ /ƻƴǾŜƴǘƛƻƴ ŀƴŘ ¦b/L¢w![Ωǎ ŀǊōƛǘǊŀǘƛƻƴ ǊǳƭŜǎ 

όŜȄǇƭŀƛƴŜŘ ōŜƭƻǿύ ǘƻ ŎǊŜŀǘŜ ŀ άǳƴƛŦƛŜŘ ƭŜƎŀƭ ŦǊŀƳŜǿƻǊƪ ŦƻǊ ǘƘŜ ŦŀƛǊ ŀƴŘ ŜŦŦƛŎƛŜƴǘ ǎŜǘǘƭŜƳŜƴǘ ƻŦ Řƛsputes 

ŀǊƛǎƛƴƎ ƛƴ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ŎƻƳƳŜǊŎƛŀƭ ǊŜƭŀǘƛƻƴǎΦέ  ¢ƘŜ ƪŜȅ ǇǊƻǾƛǎƛƻƴǎ ƻŦ ǘƘŜ aƻŘŜƭ [ŀǿ ƛƴŎƭǳŘŜΥ 

Arbitration Agreement (A7):  An arbitration agreement may be a separate agreement or a clause in 

a contract and must be in writing.  Revisions to the Model Law in 2006 modernized the meaning of 

άƛƴ ǿǊƛǘƛƴƎέ ǎǳŎƘ ǘƘŀǘ ŜƭŜŎǘǊƻƴƛŎ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ƻǊ ǊŜŎƻǊŘƛƴƎǎ ŀǊŜ ŎƻƴǎƛŘŜǊŜŘ ǎǳŦŦƛŎƛŜƴǘΦ  ¢Ƙƛǎ ƛǎ 

inspired by three subsequent UN documents on e-Commerce,2 all of which I discussed recently in a 

separate article.3 

Interim Measures (A17):  The arbitral tribunal can order the preservation of evidence that is 

άǊŜƭŜǾŀƴǘ ŀƴŘ ƳŀǘŜǊƛŀƭ ǘƻ ŀ ŘƛǎǇǳǘŜΦέ 

Rules of Procedure (A19):  The parties are free to agree on the procedural rules and if no 

agreement is reached, the arbitral tribunal may utilize its own rules.  These include the ability to 

ŘŜǘŜǊƳƛƴŜ ǘƘŜ άŀŘƳƛǎǎƛōƛƭƛǘȅΣ ǊŜƭŜǾŀƴŎŜΣ ƳŀǘŜǊƛŀƭƛǘȅ ŀƴŘ ǿŜƛƎƘǘ ƻŦ ŀƴȅ ŜǾƛŘŜƴŎŜΦέ 

Statement of Claim and Defense (A23):  When submitting their claims and defenses, the parties are 

also to submit or reference documents to support such claims and defenses. 

Default (A25):  A party that does not submit documents may have the arbitration decided on only 

the evidence actually presented. 

Taking Evidence (A27):  Courts may be asked to assist in the taking of evidence, according to its 

rules of evidence. 

Recognition and Enforcement (A35) / Grounds for Refusal of Recognition and Enforcement (A36):  

These provisions complement and do not conflict with the rules of the New York Convention. 

Before UNCITRAL was set up in 1966, there was the UN Convention on the Recognition and 

Enforcement of Foreign Arbitral Awards όмфруΣ ǘƘŜ άbŜǿ ¸ƻǊƪ /ƻƴǾŜƴǘƛƻƴέύ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ aƻŘŜƭ [ŀǿ 

draws many of its provisions.  It was created to prevent discrimination against the recognition and 

ŜƴŦƻǊŎŜƳŜƴǘ ƻŦ έŦƻǊŜƛƎƴέ όǘƘƻǎŜ ƳŀŘŜ ƛƴ ŀ ŎƻǳƴǘǊȅ ƻǘƘŜǊ ǘƘŀƴ ǿƘŜǊŜ ǊŜŎƻƎƴƛǘƛƻƴ ŀƴŘ ŜƴŦƻǊŎŜƳŜƴǘ ƛǎ 

sought) arbitral awards and to give full effect to arbitration agreements by denying access to courts in 

lieu of using the arbitration process.  In addition to being complemented by certain Model Law 

                                                 
2
 The UNCITRAL Model Law on Electronic Commerce (1996), the UNCITRAL Model Law on Electronic Signatures (2001), and 

the UN Convention on the Use of Electronic Communications in International Contracts (2005). 
3
 Thomas Shaw, Asia/Pacific e-Commerce Law ς 2010 Primer for Corporations, Asia Law News (newsltr. of the ABA Sec. Intl. 

Law) Volume 1 Issue 1 (Winter 2010). 
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provisions, it is still important for those countries that have not passed the Model Law (in Asia this 

includes Indonesia, Malaysia and Vietnam) or where those Model Law provisions on recognition and 

enforcement were not implemented.  It has come into force in over 140 countries across the world. 

International Arbitration Rules 

UNCITRAL also has its own arbitration rules which can be used in ad hoc situations or under one of the 

ƛƴǘŜǊƴŀǘƛƻƴŀƭ ŀǊōƛǘǊŀǘƛƻƴ ƻǊƎŀƴƛȊŀǘƛƻƴǎΩ ǇǊƻŎŜŜŘƛƴƎǎΦ4  While these rules cover some of the same 

ground as the Model Law, there are additional provisions and the additional detail needed to actually 

prepare for and conduct an arbitration proceeding.  One example is a model arbitration clause that can 

be inserted into arbitration agreements or contracts.  Other relevant provisions for discovery include: 

Evidence (A24):  The arbitral tribunal has the ability to require the parties to "produce documents, 

ŜȄƘƛōƛǘǎ ƻǊ ƻǘƘŜǊ ŜǾƛŘŜƴŎŜΦέ 

Experts (A27):  The arbitral tribunal can appoint experts to report on issues determined by the 

ǘǊƛōǳƴŀƭΦ  ¢ƘŜ ǇŀǊǘƛŜǎ ŀǊŜ ǊŜǉǳƛǊŜŘ ǘƻ ƎƛǾŜ ǘƘŜ ŜȄǇŜǊǘ ŀŎŎŜǎǎ ǘƻ άǊŜƭŜǾŀƴǘ ŘƻŎǳƳŜƴǘǎΦέ 

Beyond UN rules are a number of private international institutional arbitration organizations with their 

own rulesets.  Three of the leading such organizations are the International Centre for Dispute 

Resolution (ICDR) which is the international branch of the American Arbitration Association, the 

London Court of International Arbitration (LCIA) and the International Chamber of Commerce (ICC).  

IŜǊŜ ŀǊŜ ǎƻƳŜ ǇǊƻǾƛǎƛƻƴǎ ǊŜƭŜǾŀƴǘ ŦƻǊ ŘƛǎŎƻǾŜǊȅ ŦǊƻƳ ǘƘŜǎŜ ƻǊƎŀƴƛȊŀǘƛƻƴǎΩ ǊǳƭŜǎΥ 

ICDR - Evidence (A19):  The arbitral tribunal can orŘŜǊ ǇŀǊǘƛŜǎ άǘƻ ǇǊƻŘǳŎŜ ƻǘƘŜǊ ŘƻŎǳƳŜƴǘǎΣ 

ŜȄƘƛōƛǘǎ ƻǊ ƻǘƘŜǊ ŜǾƛŘŜƴŎŜ ƛǘ ŘŜŜƳǎ ƴŜŎŜǎǎŀǊȅ ƻǊ ŀǇǇǊƻǇǊƛŀǘŜΣέ ōŜȅƻƴŘ ǘƘŀǘ ǿƘƛŎƘ ǇŀǊǘƛŜǎ ǇǊƻŘǳŎŜ 

to support their own claim or defense.5 

LCIA - Additional Powers of the Arbitral Tribunal (A22.1(e)):  The arbitral tribunal can order either 

ǇŀǊǘȅ ǘƻ άǇǊƻŘǳŎŜ Χ ŀƴȅ ŘƻŎǳƳŜƴǘǎ ƻǊ ŎƭŀǎǎŜǎ ƻŦ ŘƻŎǳƳŜƴǘǎ ƛƴ ǘƘŜƛǊ ǇƻǎǎŜǎǎƛƻƴΣ ŎǳǎǘƻŘȅ ƻǊ ǇƻǿŜǊ 

ǿƘƛŎƘ ǘƘŜ !ǊōƛǘǊŀƭ ¢Ǌƛōǳƴŀƭ ŘŜǘŜǊƳƛƴŜǎ ǘƻ ōŜ ǊŜƭŜǾŀƴǘΦέ6 

ICC - Establishing the Facts of the Case ό!нлΦрύΥ  ¢ƘŜ ŀǊōƛǘǊŀƭ ǘǊƛōǳƴŀƭ Ŏŀƴ άǎummon any party to 

ǇǊƻǾƛŘŜ ŀŘŘƛǘƛƻƴŀƭ ŜǾƛŘŜƴŎŜΦέ7 

In Asia, private institutional arbitral organizations are typified by the Hong Kong International 

Arbitration Centre (HKIAC), the Singapore International Arbitration Centre (SIAC) and the Japan 

Commercial Arbitration Association (JCAA).  Each organization is founded upon local arbitration 

statutes.  The provisions from their respective rules relevant to discovery include: 

                                                 
4
 UNCITRAL Arbitration Rules (1976). 

5
 ICDR International Arbitration Rules (2009). 

6
 LCIA Arbitration Rules (1998). 

7
 ICC Rules of Arbitration (1998). 
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HKIAC - Evidence (A23.3):  The arbitral tribunal has the ability to require that the paǊǘƛŜǎ άǇǊƻŘǳŎŜ 

ŘƻŎǳƳŜƴǘǎέ ōǳǘ ǊŜǘŀƛƴǎ ǘƘŜ ǊƛƎƘǘ άǘƻ ŀŘƳƛǘ ƻǊ ŜȄŎƭǳŘŜ ŀƴȅ ŘƻŎǳƳŜƴǘΦέ  ¦ƴŘŜǊ IƻƴƎ YƻƴƎΩǎ 

Arbitration OrdinanceΣ ǘƘŜ ŀǊōƛǘǊŀƭ ǘǊƛōǳƴŀƭ Ƴŀȅ άŘƛǊŜŎǘ ǘƘŜ ŘƛǎŎƻǾŜǊȅ ƻŦ ŘƻŎǳƳŜƴǘǎΦέ8 

SIAC ς Additional Power of the Tribunal (A24.h):  The arbitral tribunal has the ability to require that 

ǘƘŜ ǇŀǊǘƛŜǎ ǘƻ άǎǳǇǇƭȅ ŎƻǇƛŜǎ ƻŦ ŀƴȅ ŘƻŎǳƳŜƴǘόǎύ ƛƴ ǘƘŜƛǊ ǇƻǎǎŜǎǎƛƻƴ ƻǊ ŎƻƴǘǊƻƭ ǿƘƛŎƘ ǘƘŜ ¢Ǌƛōǳƴŀƭ 

ŎƻƴǎƛŘŜǊǎ ǊŜƭŜǾŀƴǘΦέ  ¦ƴŘŜǊ ǘƘŜ {ƛƴƎŀǇƻǊŜΩǎ International Arbitration Act, the arbitral tribunal has 

ǘƘŜ ǇƻǿŜǊ ǘƻ άƻǊŘŜǊ ŘƛǎŎƻǾŜǊȅ ƻŦ ŘƻŎǳƳŜƴǘǎΦέ9 

JCAA ς Application to Present Evidence and Examination of Evidence (R37.4-5):  A party can request 

ǘƘŀǘ ǘƘŜ ǘǊƛōǳƴŀƭ άƻǊŘŜǊ ǘƘŜ ƻǘƘŜǊ ǇŀǊǘȅ ǘƻ ǇǊƻŘǳŎŜ ŘƻŎǳƳŜƴǘǎ ǿƘƛŎƘ ƛǘ ǇƻǎǎŜǎǎŜǎΦέ  ¢ƘŜ ŀǊōƛǘǊŀƭ 

tribunal can order the productioƴ ƛŦ ƛǘ ŎƻƴǎƛŘŜǊǎ ƛǘ άƴŜŎŜǎǎŀǊȅ ǘƻ ǘƘŜ ŜȄŀƳƛƴŀǘƛƻƴ ǇǊƻŎŜŜŘƛƴƎǎΣ 

ǘŀƪƛƴƎ ƛƴ ŀŎŎƻǳƴǘ ǘƘŜ ƻǇƛƴƛƻƴ ƻŦ ǘƘŜ ǊŜǎǇƻƴŘƛƴƎ ǇŀǊǘȅΦ  ¦ƴŘŜǊ WŀǇŀƴΩǎ Arbitration Law, the arbitral 

tribunal can enlist the assistance of the court in taking evidence including documentary evidence.10 

Under all of these international and regional arbitration rules, there is no specific mention of e-

Discovery and its specific issues (e.g. metadata, inaccessibility, multiple originals, multiple formats, 

data backups, varying technical mediums and standards, search, versions, forensics, inadvertent 

disclosure, ephemeral data ).  There are only general procedures for evidence handling and 

occasionally for discovery, often at the behest of the tribunal.  Parties need additional rules fashioned 

specifically for e-Discovery, so we will need to look further. 

International Arbitral Evidence and e-Discovery   

hƴŜ ǇƻǎǎƛōƭŜ ǎƻǳǊŎŜ ƛǎ ǘƘŜ LƴǘŜǊƴŀǘƛƻƴŀƭ .ŀǊ !ǎǎƻŎƛŀǘƛƻƴΩǎ όL.!ύ Rules on the Taking of Evidence in 

International Commercial Arbitration όмфффύΦ  ¢ƘŜǎŜ ǿŜǊŜ ŎǊŜŀǘŜŘ ǿƛǘƘ ǘƘŜ ƛƴǘŜƴǘ ǘƻ ōŜ ǳǎŜŘ άin 

conjunction with, and adopted together with, institutional or ad hoc rules or procedures governing 

ƛƴǘŜǊƴŀǘƛƻƴŀƭ ŎƻƳƳŜǊŎƛŀƭ ŀǊōƛǘǊŀǘƛƻƴǎΦέ  Some of the relevant provisions taken from Article 3 

Documents and Article 9 Admissibility and Assessment of Evidence are: 

A3.2/A3.9:  Any party can request document production from the other party or the arbitral 

tribunal may request such documents on its own initiative. 

A3.3:  The production request must be fƻǊ ŀ άƴŀǊǊƻǿ ŀƴŘ ǎǇŜŎƛŦƛŎ ŎŀǘŜƎƻǊȅ ƻŦ ŘƻŎǳƳŜƴǘǎΣέ ǿƘȅ 

such documents are relevant and material to the outcome and that the requester believes they 

are in the possession, custody or control of the other party. 

A3.4/A3.5/A9.2:  The other party must produce the requested documents within the specified 

timeframe, unless an objection is raised on one of the following grounds: 

                                                 
8
 Hong Kong, Arbitration Ordinance (1963), sect 2GB(1)(c). 

9
 Singapore, International Arbitration Act (1994), §12(1)(b). 

10
 Japan, Arbitration Law (2003), Article 35(1). 
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¶ lack of sufficient relevance or materiality 

¶ legal impediment or privilege under the applicable legal or ethical rules 

¶ unreasonable burden to produce the requested evidence 

¶ loss or destruction of the document(s) is reasonably shown to have occurred 

¶ compelling grounds of commercial or technical confidentiality or special political or 

institutional sensitivity 

¶ compelling considerations of fairness or equality of the Parties. 

A3.8:  Parties may also request documents in the control, custody or possession of third parties. 

A9.4:  If a party fails to timely respond to a production request or an order from the arbitral 

tribunal to produce documents, ǘƘŜ ǘǊƛōǳƴŀƭ ǘƘŜƴ άƳŀȅ ƛƴŦŜǊ ǘƘŀǘ ǎǳŎƘ ŘƻŎǳƳŜƴǘ ǿƻǳƭŘ ōŜ 

ŀŘǾŜǊǎŜ ǘƻ ǘƘŜ ƛƴǘŜǊŜǎǘǎέ ƻŦ ǘƘŜ ƴƻƴ-producing party. 

The ICDR begins to address e-Discovery in its Guidelines for Arbitrators Concerning Exchanges of 

Information (2007).  The objective of these guidelines is to give consideration to the differences 

between litigation and arbitration in dealing with requests for document production and for the 

ŀǊōƛǘǊŀƭ ǘǊƛōǳƴŀƭ ǘƻ ŎƻƴǎƛŘŜǊ ƛǘǎ ŀǳǘƘƻǊƛǘȅ ŀƴŘ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ǘƻ ǇǊƻǾƛŘŜ ŦƻǊ ŀ άsimpler, less expensive and 

more expeditious processΦέ  {ƻƳŜ ƻŦ ǘƘŜ ƪŜȅ ƎǳƛŘŜƭƛƴŜǎΥ 

General (G1):  The tribunal manages the exchange of information between the parties under the 

principles of efficiency, economy, no unnecessary delays or expense, avoiding surprise, equality of 

treatment and the ability to present claims and defenses fairly.  It is only in consultation with the 

tribunal that these principles may be deviated from.  

Documents on which a Party Relies (G2):  Parties should exchange such necessary documents in 

advance of the arbitration. 

Documents in the Possession of Another Party (G3a):  From a request specifying their materiality 

and relevance, a reasonable belief in their existence and the specific documents or class of 

documents, the tribunal can order production of such documents. 

Electronic Documents (G4):  Requests for documents ƛƴ ŜƭŜŎǘǊƻƴƛŎ ŦƻǊƳ ǎƘƻǳƭŘ ōŜ άƴŀǊǊƻǿƭȅ 

ŦƻŎǳǎŜŘ ŀƴŘ ǎǘǊǳŎǘǳǊŜŘ ǘƻ ƳŀƪŜ ǎŜŀǊŎƘƛƴƎ ŦƻǊ ǘƘŜƳ ŀǎ ŜŎƻƴƻƳƛŎŀƭ ŀǎ ǇƻǎǎƛōƭŜΦέ  tǊƻŘǳŎǘƛƻƴ ǎƘƻǳƭŘ 

ƻŎŎǳǊ ƛǎ ǘƘŜ ŦƻǊƳ ǘƘŀǘ ƛǎ άƳƻǎǘ ŎƻƴǾŜƴƛŜƴǘ ŀƴŘ ŜŎƻƴƻƳƛŎŀƭέ ŦƻǊ ǘƘŜ ǇǊƻŘǳŎƛƴƎ ǇŀǊǘȅΦ 

Costs (G8a):  Document requests must be justified for time and expense and the tribunal may 

allocate the costs or condition granting of a request for information exchange on payment of all or 

part of the cost by the party seeking the documents. 

Compliance (G8b):  The tribunal may draw an adverse inference from the failure to comply with an 

order for information exchange. 
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In comparison to the U.S. Federal Rules of Civil Procedure (FRCP), there are few rules addressing (or 

even allowing) e-Discovery under international arbitration.  Where rules do exist, as with these IBA and 

ICDR evidence rules and guidelines, it is still a significant difference from what is allowed in U.S. federal 

cases.  For U.S. lawyers involved in international arbitration, they must disavow themselves of the 

notion that they will get discovery of all relevant, non-privileged data.11  Second, they must be aware 

that the documents they seek exist instead of looking for their existence in discovery and should not 

expect mandatory initial disclosures.12  Third, they may be required to pay for a discovery search that 

they request, even if it not considered not reasonably accessible due to an undue burden on the party 

receiving the request.13  Fourth, court sanctions for not participating in discovery should not be 

expected.14  Fifth, concepts such as litigation holds, preservation notices and safe harbors for routine, 

good-faith deletions under such may not apply.15  The parties may of course avoid all this by agreeing 

to their own (FRCP-like) rules. 

 

Further attempts to modify the rules of arbitral evidence for e-Discovery include new draft rules from 

the IBA.  These rules, expected to be approved shortly, include these relevant revisions which 

incorporate some of what is typical in FRCP-based discovery. 

A2.1/2:  Consultations among tƘŜ ǇŀǊǘƛŜǎ ŀƴŘ ǘƘŜ ǘǊƛōǳƴŀƭ ŀǊŜ ŀƛƳŜŘ ŀǘ ŀƎǊŜŜƛƴƎ ǘƻ ŀƴ άŜŦŦƛŎƛŜƴǘΣ 

ŜŎƻƴƻƳƛŎŀƭ ŀƴŘ ŦŀƛǊέ ǇǊƻŎŜǎǎ ŦƻǊ ǘŀƪƛƴƎ ŜǾƛŘŜƴŎŜ ŀƴŘ ǘƘŜ ǘǊƛōǳƴŀƭ ǿƛƭƭ ŘƛǎŎǳǎǎ ŜŀǊƭȅ ǘƘŜ 

requirements and procedures for party production of documents. 

A3.3(a)(ii):  The request to produce ŘƻŎǳƳŜƴǘǎ ƛƴ ŜƭŜŎǘǊƻƴƛŎ ŦƻǊƳ Ƴŀȅ ōŜ ǊŜǉǳƛǊŜŘ ǘƻ άƛŘŜƴǘƛŦȅ 

specific files, search terms, individuals or other means of searching for such Documents in an 

ŜŦŦƛŎƛŜƴǘ ŀƴŘ ŜŎƻƴƻƳƛŎŀƭ ƳŀƴƴŜǊΦέ 

A3.3(c)(i):  The request to product documents must state they are either not in the custody, 

ŎƻƴǘǊƻƭ ƻǊ ǇƻǎǎŜǎǎƛƻƴ ƻŦ ǘƘŜ ǊŜǉǳŜǎǘƛƴƎ ǇŀǊǘȅ ƻǊ ǘƘŀǘ ƛǘ ǿƻǳƭŘ ōŜ άǳƴǊŜŀǎƻƴŀōƭȅ ōǳǊŘŜƴǎƻƳŜέ ŦƻǊ 

the requesting party to produce them.   

!оΦмнΥ  5ƻŎǳƳŜƴǘǎ ƛƴ ŜƭŜŎǘǊƻƴƛŎ ŦƻǊƳ ǎƘŀƭƭ ōŜ ǇǊƻŘǳŎŜŘ ƛƴ ǘƘŜ ŦƻǊƳ ǘƘŀǘ ƛǎ άƳƻǎǘ ŎƻƴǾŜƴƛŜƴǘ ƻǊ 

ŜŎƻƴƻƳƛŎŀƭέ ǘƻ ǘƘŜ ǇǊƻŘǳŎƛƴƎ ǇŀǊǘȅ ǘƘŀǘ ƛǎ ŀƭǎƻ άǊŜŀǎƻƴŀōƭȅ ǳǎŀōƭŜέ ōȅ ǘƘŜ ǊŜǉǳŜǎǘƛƴƎ ǇŀǊǘȅΦ   

For parties that can agree on the type of document disclosure to use in arbitration, the International 

Institute for Conflict Prevention & Resolution has recently created a protocol.16   Under this approach, 

                                                 
11

 Fed. R. Civ. P. 26(b)(1). 
12

 Fed. R. Civ. P. 26(a)(1).and 26(b)(1). 
13

 Fed. R. Civ. P. 26(b)(2). 
14

 Fed. R. Civ. P. 37(f). 
15

 Fed. R. Civ. P. 37(e). 
16

 CPR Protocol on Disclosure of Documents and Presentation of Witnesses in Commercial Arbitration (2009). 



 

 

 

EDDE JOURNAL PAGE 16 

there are four general modes of disclosure, with an additional four modes for electronic documents, 

which are shown below.   

Mode A:  Disclosure by each party limited to copies of electronic information to be presented in 

ǎǳǇǇƻǊǘ ƻŦ ǘƘŀǘ ǇŀǊǘȅΩǎ ŎŀǎŜΣ ƛƴ Ǉrint-out or another reasonably usable form. 

Mode B:  (1) Disclosure, in reasonably usable form, by each party of electronic information 

maintained by no more than X designated custodians. (2) Provision only of information created 

between the date of the signing of the agreement that is the subject of the dispute and the date of 

the filing of the request for arbitration. (3) Disclosure of information from primary storage facilities 

only; no information required to be disclosed from back up servers or backup tapes; no disclosure 

of information from cell phones, PDAs, voicemails, etc. (4) No disclosure of information other than 

reasonably accessible active data. 

Mode C:  Same as Mode B, but covering a larger number of custodians and a wider time period. 

The parties may also agree to permit upon a showing of special need and relevance disclosure of 

deleted, fragmented or other information difficult to obtain other than through forensic means. 

Mode D:  Disclosure of electronic information regarding non-privileged matters that is relevant to 

ŀƴȅ ǇŀǊǘȅΩǎ ŎƭŀƛƳ ƻǊ ŘŜŦŜƴǎŜΣ ǎǳōƧŜŎǘ ǘƻ ƭƛƳƛǘŀǘƛƻƴǎ ƻŦ ǊŜŀǎƻƴŀōƭŜƴŜǎǎΣ ŘǳǇƭƛŎŀǘƛǾŜƴŜǎǎ ŀƴŘ ǳƴŘǳŜ 

burden. 

One final consideration in planning for international arbitration discovery is the assistance to expect 

from U.S. courts for discovery of documents located in the U.S.  The ability of an arbitral tribunal to 

order discovery may depend on support from the courts in which the party being requested to produce 

resides.  If that party is resident in the U.S., the federal district courts may order discovery in support of 

the foreign arbitral tribunal.  Under the U.S. code section 1782, federal courts can order a person 

residing n their district to produce documents "for use in a proceeding in a foreign or international 

tribunal."17    

According to the U.S. Supreme Court in Intel v. AMD, one of the items that must be considered by a 

district court in use of its discretion to issue as discovery order is whether the foreign tribunal is 

receptive to U.S. judicial assistance, which is by no means certain, as it was not in this case.18  At the 

same time, the Court made it clear that such documents are not required to be discoverable under the 

rules of jurisdiction where the arbitral body sits, but reciprocity and attempts to skirt local rules should 

ōŜ ǇŀǊǘ ƻŦ ŀ ŎƻǳǊǘΩǎ ŎƻƴǎƛŘŜǊŀǘƛƻƴΦ 19    

                                                 
17

 28 U.S.C. §1782(a). 
18

 Intel Corp. v. Advanced Micro Devices, Inc., 542 U.S. 241 (2004). 
19

 Id. 
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Finally, while the Court endorsed the point that foreign arbitral tribunals are within the definition of 

ŦƻǊŜƛƎƴ ǘǊƛōǳƴŀƭǎΣ ƛǘ ŘƛŘ ƴƻǘ ǎǇŜŎƛŦƛŎŀƭƭȅ ǎǘŀǘŜ ǘƘŀǘ άǇǊƛǾŀǘŜέ ŦƻǊŜƛƎƴ ŀǊōƛǘǊŀƭ ǘǊƛōǳƴŀƭǎ ǿŜǊŜ ǿƛǘƘ ǘhe 

scope of the statute.20  Since then, different courts have reached varying conclusions about such 

ōƻŘƛŜǎ ōǳǘ ǇŜǊƘŀǇǎ ǘƘŜ ƳƻǊŜ ǇŜǊǎǳŀǎƛǾŜΣ ƎƛǾŜƴ ǘƘŀǘ ǇǊƛǾŀǘŜ ŀǊōƛǘǊŀƭ ǘǊƛōǳƴŀƭǎ ŀǊŜ άŦƛǊǎǘ ƛƴǎǘŀƴŎŜ 

ŘŜŎƛǎƛƻƴǎ ƳŀƪŜǊǎΣέ ƛǎ ǘƘŀǘ ǘƘŜ ǇǊƛǾŀǘŜ ŦƻǊŜƛƎƴ ŀǊōƛǘǊŀƭ ǘǊibunals (in this case ICC) are foreign tribunals 

within the meaning of §1782.21  In a very recent opinion, the fact that an arbitral tribunal was 

operating under UNCITRAL rules was deemed sufficient for qualification as a foreign tribunal within the 

meaning of §1782.22  

Conclusion 

International commercial arbitration, unlike US litigation, is not set up to follow the rules of U.S. e-

Discovery practice.  As such, practitioners should be aware of what is possible when the parties cannot 

reach agreement on the rules to use.  While the rules of international commercial arbitration seem to 

be moving towards consideration of electronic documents discovery, it is unlikely that the full force of 

U.S. e-Discovery rules will be available any time soon, if ever.  Corporations should plan for 

international commercial arbitration proceedings using the rules that they want to operate under, 

including the e-5ƛǎŎƻǾŜǊȅ ǊǳƭŜǎ ŀƴŘ ƛƴŎƻǊǇƻǊŀǘŜ ǘƘƻǎŜ ƛƴǘƻ ǘƘŜƛǊ ŎƻƴǘǊŀŎǘǎΩ ŀǊōƛǘǊŀǘƛƻƴ ŎƭŀǳǎŜǎ ŀƴŘ 

arbitration agreements.  Whether the company would expect to be defending or initiating the 

arbitration may also influence their choice of rulesets (or absence thereof).  Given the broad range of 

possible discovery rules from international bodies and the ability to agree on their own rules, parties to 

commercial transactions should be able to find or fashion the discovery rules that most closely 

matches their desired arbitration approach.  The key here, as always, is to plan for this in advance of 

any commercial disputes arising and to stay attuned to the changes in the rules promulgated by the 

international arbitration organizations mentioned herein.   
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security, e-Discovery/litigation readiness), Internet law (e-commerce, cloud computing, intellectual 
property), transactional law, compliance, information governance and litigation and technology risk 
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20

 Id. 
21

 In re: Application of Babcock Borsig AG, 583 F. Supp. 2d 233 (D. Mass. 2008). 
22

 In re: Application of Chevron Corporation, Index No. M-19-111 (S.D.N.Y.2010). 
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By Steven W. Teppler 
 

It is my belief that all digital data is hearsay in legal proceedings within the U.S. 

and that the current approaches to dealing with the hearsay exception used to 

offer computer-generated information into evidence are inadequate, if not 

outright failures.  I propose that until the Federal Rules of Evidence are revised to 

reflect the ephemeral nature of digital evidence, such evidence should be 

considered hearsay and deemed inadmissible unless a hearsay exclusionary 

exception is successfully asserted, based on heightened reliability requirements. 

Overview 

Subject to certain exceptions not pertinent to this discussion (unfair prejudice, confusion of the issues 

and such like), all relevant evidence is generally considered admissible once a proper foundation has 

been laid pursuant to Rule 901 of The Federal Rules of Evidence (FRE). 

Once authenticated, the FRE provides that hearsay evidence is generally inadmissible unless it falls 

under an exception. The FRE ŘŜŦƛƴŜǎ ƘŜŀǊǎŀȅ ŀǎ Ψŀ ǎǘŀǘŜƳŜƴǘΣ ƻǘƘŜǊ ǘƘŀƴ ƻƴŜ ƳŀŘŜ ōȅ ǘƘŜ ŘŜŎƭŀǊŀƴǘΣ 

while testifying at the trial or heŀǊƛƴƎΣ ƻŦŦŜǊŜŘ ƛƴ ŜǾƛŘŜƴŎŜ ǘƻ ǇǊƻǾŜ ǘƘŜ ƳŀǘǘŜǊ ŀǎǎŜǊǘŜŘΦΩ1 The two 

hearsay exceptions generally applicable to digital data embrace notions of trustworthiness or reliability, 

and are commonly known as the Business Records Exception found in FRE 803(6) and the residual 

hearsay exception set forth in FRE Rule 807. These exceptions to the hearsay rule generally require a 

showing of reliability (or in the case of the business records exception, the lack of a challenge in 

relation to reliability). 

Since digital data is inherently ephemeral and therefore not demonstrably reliable, there is a low bar to 

attaining admissibility by operation of a hearsay exception, that is by a literal adherence to current 

requirements, which tends to reflect a service that is proffered but not performed.2 Accordingly, these 

approaches fall short of their intended objective because the FRE (and most judicial authority) does not 

properly address reliability issues arising from the inherently ephemeral nature of digital data. 

Although thƛǎ ǎƘƻǊǘŎƻƳƛƴƎ Ƙŀǎ ōŜŜƴ ŘƻŎǳƳŜƴǘŜŘ ǎƛƴŎŜ ŀǘ ƭŜŀǎǘ ŀǎ ŜŀǊƭȅ ŀǎ ǘƘŜ мфтлΩǎΣ ǘƘŜ FRE have not 

been amended to demand of a party seeking to admit digital data that degree of reliability properly 

reflective of the frailty of digital evidence. 

Until the FRE are revised to directly address the ephemeral nature of this new specie of evidence, an 

argument may be made that all digital data is hearsay, and that an affirmative showing of reliability 

must be demonstrated if admissibility is to be sought under an exception to the hearsay rule. 

                                                 
1
 Fed. R. Evid. 801(c). 

2
 For instance, the well laid out arguments in George Paul, Foundations of Digital Evidence, (ABA, 2008) 131-149; also 

Stephen Mason, Electronic Evidence: Disclosure, Discovery & Admissibility (LexisNexis Butterworths, 2007) Chapter 4. 
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Although two United States Circuit Courts of Appeal have rejected the comprehensive application of 

the hearsay rule to all digital data, it is contended that well-established authority from at least one 

prominent Federal Circuit provides the constitutional basis for deeming all digital data as hearsay. 

Moreover, and despite the mostly orthogonal arguments made in opposition, the undisputed nature of 

digital data itself compels the conclusion that all digital data is hearsay. Finally, this article examines 

the potential implications of the application of the hearsay evidence rule to digital evidence used in 

both the criminal and civil context. 

Until the FRE ŀǊŜ ǊŜǾƛǎŜŘ ǘƻ ŀŘŘǊŜǎǎ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ŘƛƎƛǘŀƭ ŦƻǊƳŀǘΣ ǘƘŜ ΨǘǊǳǎǘǿƻǊǘƘƛƴŜǎǎΩ ǎǘŀndards set 

forth in FRE Rule 803(6) and 807 hearsay exceptions, together with recent judicial authority, provide 

ǘƘŜ ǇǊƻǇŜǊ ǎǘŀƴŘŀǊŘǎ ŦƻǊ ŘŜǘŜǊƳƛƴŀǘƛƻƴ ƻŦ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ōŀǎŜŘ ƻƴ ŀ ǇƻǎƛǘƛǾŜ ǎƘƻǿƛƴƎ ƻŦ ΨǊŜƭƛŀōƛƭƛǘȅΩΣ 

and discuss how such an emerging concept ƻŦ ΨǊŜƭƛŀōƛƭƛǘȅΩ ǎƘƻǳƭŘ ōŜ ǳǎŜŘ ŀǎ ǘƘŜ ǇǊƛƳŀǊȅ ŎƻƴŘƛǘƛƻƴ ŦƻǊ 

admissibility of digital data sought be offered as evidence. 

Background 

5ƛƎƛǘŀƭ Řŀǘŀ ƛǎ ŀƭǎƻ ƪƴƻǿƴ ŀǎ Ψ9ƭŜŎǘǊƻƴƛŎŀƭƭȅ {ǘƻǊŜŘ LƴŦƻǊƳŀǘƛƻƴΩ ό9{Lύ ŦƻǊ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ CŜŘŜǊŀƭ 

Rules of Civil Procedure (FRCP)Φ !ŎŎƻǊŘƛƴƎƭȅΣ ŦƻǊ ǇǳǊǇƻǎŜǎ ƻŦ ǳƴƛŦƻǊƳƛǘȅΣ ǘƘŜ ǘŜǊƳǎ ΨŎƻƳǇǳǘŜǊ 

ƎŜƴŜǊŀǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴΣΩ 9{LΣ ŀƴŘ ΨŘƛƎƛǘŀƭ ŘŀǘŀΣΩ ƛƴ ŀƴȅ ŦƻǊƳŀǘ ŀƴŘ ƘƻǿŜǾŜǊ ǎǘƻǊŜŘΣ ŀǊŜ ǳǎŜŘ 

interchangeably in this article. 

The vast majority of information currently generated is digital in nature.3 It follows that the vast 

majority of information offered as evidence will also be digital in nature, and this trend is reflected in 

the December 2006 amendments to the FRCP.4 Digital data is inherently malleable, or ephemeral.5 The 

inherently ephemeral nature of computer-generated data creates new issues that have a significant 

and detrimental effect on reliability, authentication and ultimately on the issue of admissibility. To date, 

these issues remain largely ignored by both the bench and the bar, and directed into unsuitable 

definitions or relegated to obsolescent analyses. The reason for this ignorance or misapprehension is 

probably the result of a basic misunderstanding of the nature of both computer-generated information 

and the variable nature of the computing environment by which such information is generated. The 

result of this general misunderstanding can be seen in the current mixture of judicial approaches to the 

admissibility of digital evidence.6 

                                                 
3
 Peter Lyman and Hal R. Varian, How Much Information? at http://www2.sims.berkeley.edu/research/projects/how-much-

info-2003/. 
4
 Fed. R. Civ. P. 16(b)(5); 26(a)(1)(B), 34(a), (b); 37; 45(a)(1)(C). 

5
 .ǊǳŎŜ IΦ bŜŀǊƻƴΣ Wƻƴ {ǘŀƴƭŜȅΣ {ǘŜǾŜƴ ²Φ ¢ŜǇǇƭŜǊ ŀƴŘ WƻǎŜǇƘ .ǳǊǘƻƴΣ ΨLife After Sarbanes-Oxley: The Merger of Information 

Security and AccountabilityΩΣ Jurimetrics Journal, Vol. 45, No. 4, Summer 2005, 379, 387. 
6
Compare {ǘΦ /ƭŀƛǊ ǾΦ WƻƘƴƴȅΩǎ hȅǎǘŜǊ ϧ {ƘǊƛƳǇΣ LƴŎΦΣ 76 F. Supp. 2d 773 (S.D. Tex, 1999), digital data taken from the internet 
ŘŜǎŎǊƛōŜŘ ŀǎ ΨǾƻƻŘƻƻ ƛƴŦƻǊƳŀǘƛƻƴΩ ǿƛǘƘ D & H Auto Parts, Inc. v. Ford Marketing Corp., 57 F.R.D. 548, *552 (E.D.N.Y.1973) 
ΨLƴ ǊŜƭȅƛƴƎ ǳǇƻƴ Řŀǘŀ ǇǊƻŎŜǎǎƛƴƎ ōȅ ŀ ƳŀŎƘƛƴŜΣ ǘƘŜǊŜ ǎƘƻǳƭŘ ōŜ ƴƻ ƳƻǊŜ ƴŜŎŜǎǎƛǘȅ ŦƻǊ ƻǊŀƭ ǘŜǎǘƛƳƻƴȅ ŎƻƴŎŜǊƴƛƴƎ ǘƘŜ 
reliability of the machine operations than that of the manual procedure supplanted, whether it be bookkeeping, order 
ǇǊŜǇŀǊŀǘƛƻƴΣ ƻǊ ƳŀǘƘŜƳŀǘƛŎŀƭ ŎƻƳǇǳǘŀǘƛƻƴΩΦ 
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It should be made clear at the outset that the FRE never refers to or directly addresses digital evidence. 

The FRE predate by decades the 2006 electronic discovery amendments to the FRCP, and so it is not 

surprising that the FRE makes no mention of ESI. Despite the approach of the thirtieth anniversary of 

ƴŜŀǊ ǳōƛǉǳƛǘȅΣ ƘƻǿŜǾŜǊΣ ǘƘŜ ǘŜǊƳ ΨŎƻƳǇǳǘŜǊΩ ƛǎ ƴƻǘŀōƭȅ ƳƛǎǎƛƴƎ ŦǊƻƳ ǘƘŜ FRE Moreover, even the 

ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇǊƻǾƛǎƛƻƴǎ ƻŦ wǳƭŜ флм ǊŜŦŜǊ ƎŜƴŜǊŀƭƭȅ ǘƻ ǘƘŜ ŀŎŎǳǊŀŎȅ ƻŦ ŀ ΨǇǊƻŎŜǎǎ ƻǊ ǎȅǎǘŜƳΩ ƛƴ 

producing a result7 without indicating whether the process or system is a computer, or whether the 

result is computer generated information. 

¢ƘŜ ǘŜǊƳ ΨŘŀǘŀ ŎƻƳǇƛƭŀǘƛƻƴΩ ƳŀƪŜǎ ƻƴŜ ƻŦ ƛǘǎ ǊŀǊŜ ŀǇǇŜŀǊŀƴŎŜǎ ƛƴ FRE Article VIII and is expressly 

included as a record of a regularly conducted activity under what is commonly referred to as the 

Ψ.ǳǎƛƴŜǎǎ wŜŎƻǊŘǎΩ ŜȄŎŜǇǘƛƻƴ ǘƻ ǘƘŜ ƘŜŀǊǎŀȅ ǊǳƭŜΦ WǳŘƛŎƛŀƭ ŀǳǘƘƻǊƛǘȅ ƎŜƴŜǊŀƭƭȅ ǎǳǇǇƻǊǘǎ ǘƘŜ ǇǊƻǇƻǎƛǘƛƻƴ 

ǘƘŀǘ ŎƻƳǇǳǘŜǊ ƎŜƴŜǊŀǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŀ ǎǳōǎŜǘ ƻŦ ǘƘŜ ǳƳōǊŜƭƭŀ ǘŜǊƳ ΨŘŀǘŀ ŎƻƳǇƛƭŀǘƛƻƴΩ ŦƻǊ ǇǳǊǇƻǎŜǎ 

of analysis under the business records exception:8 

Ψώ5ŜŦŜƴŘŀƴǘϐ ŘƻŜǎ ƴƻǘ ŘƛǎǇǳǘŜ ǘƘŜ ǿŜƭƭ ŜǎǘŀōƭƛǎƘŜŘ ǇǊƻǇƻǎƛǘƛƻƴ ǘƘŀǘ άŎƻƳǇǳǘŜǊ Řŀǘŀ 

ŎƻƳǇƛƭŀǘƛƻƴǎ Ƴŀȅ ŎƻƴǎǘƛǘǳǘŜ ōǳǎƛƴŜǎǎ ǊŜŎƻǊŘǎ ŦƻǊ ǇǳǊǇƻǎŜǎ ƻŦ wǳƭŜ улоόсύΣ Χ ŀƴŘ Ƴŀȅ ōŜ 

admitted at trial if a proper foundation ƛǎ ŜǎǘŀōƭƛǎƘŜŘΦέ United States v. Croft, 750 F.2d 1354, 

1364 (7th Cir.1984) (citing United States v. Young Brothers, Inc., 728 F.2d 682, 694 (5th Cir.), 

ŎŜǊǘΦ ŘŜƴƛŜŘΣ псф ¦Φ{Φ уумΣ млр {Φ/ǘΦ нпсΣ уо [Φ9ŘΦнŘ муп όмфупύύΦΩ U.S. v. Hayes 861 F.2d 1225, 

*1228 (10th Cir. 1988). 

Ψ! ōǳǎƛƴŜǎǎ ǊŜŎƻǊŘ Ƴŀȅ ƛƴŎƭǳŘŜ Řŀǘŀ ǎǘƻǊŜŘ ŜƭŜŎǘǊƻƴƛŎŀƭƭȅ ƻƴ ŎƻƳǇǳǘŜǊǎ ŀƴŘ ƭŀǘŜǊ ǇǊƛƴǘŜŘ ƻǳǘ 

for presentation in court, so long as the original computer data compilation was prepared 

pursuant to a business duty in accordance with regular ōǳǎƛƴŜǎǎ ǇǊŀŎǘƛŎŜΦΩ Potamkin Cadillac 

Corp. v. B.R.I. Coverage Corp., 38 F.3d 627, 632 (2d Cir.1994). Health Alliance Network, Inc. v. 

Continental Cas. Co. 245 F.R.D. 121, *129 (S.D.N.Y., 2007). 

! ǎŜŎƻƴŘ ŀǇǇŜŀǊŀƴŎŜ ƻŦ ǘƘŜ ǘŜǊƳ ΨŘŀǘŀ ŎƻƳǇƛƭŀǘƛƻƴΩ ŀǇǇŜŀǊǎ ƛƴ FRE Rule 901(b), but curiously, only 

ŦǊƻƳ ǿƛǘƘƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ŀǳǘƘŜƴǘƛŎŀǘƛƴƎ ŀ ΨtǳōƭƛŎ wŜŎƻǊŘΩ ƻǊ Ψ!ƴŎƛŜƴǘ 5ƻŎǳƳŜƴǘǎΦΩ9 A final FRE 

ǊŜŦŜǊŜƴŎŜ ǘƻ ΨŘŀǘŀ ŎƻƳǇƛƭŀǘƛƻƴΩ ƛǎ ŦƻǳƴŘ ƛƴ wǳƭŜ мллмΣ ǿƘƛŎƘ ƎŜƴŜǊŀƭƭȅ ǊŜǉǳƛǊŜǎ ǘƘŀǘ ŀƴ ƻǊƛƎƛƴŀƭ ƛǎ 

required to prove the content of a writing, recording or photograph.10 Ψ²ǊƛǘƛƴƎ ŀƴŘ ǊŜŎƻǊŘƛƴƎǎΩ ŀǊŜ 

ŘŜŦƛƴŜŘ ƛƴ ǇŜǊǘƛƴŜƴǘ ǇŀǊǘ ǘƻ ƛƴŎƭǳŘŜ ΨƭŜǘǘŜǊǎΣ ǿƻǊŘǎ ƻǊ ƴǳƳōŜǊǎΣ ƻǊ ǘƘŜƛǊ ŜǉǳƛǾŀƭŜƴǘΣ ǎŜǘ Řƻǿƴ ōȅ 

handwriting, typewriting, printing, photostatting, photographing, magnetic impulse, mechanical or 

ŜƭŜŎǘǊƻƴƛŎ ǊŜŎƻǊŘƛƴƎΣ ƻǊ ƻǘƘŜǊ ŦƻǊƳǎ ƻŦ Řŀǘŀ ŎƻƳǇƛƭŀǘƛƻƴΦΩ11 

 

                                                 
7
 Fed. R. Evid. 901(b)9. 

8
 Fed. R. Evid. 803(6). Curiously, the FRE Rule 807 residual hearsay exception rule makes no mention of data compilations. 

9
 Fed. R. Evid. 901(b) 7, 8. 

10
 Fed. R. Evid. 1002. 

11
 Id. 
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FRE Article X: Digital Dŀǘŀ ŀǎ ΨSƻǳǊŎŜΩ Data 

With the vast majority of all information generated today originating as electronic or computer-

generated data, the inescapable conclusion to be drawn is that digital data will become the main 

source of evidence used in modern litigation. Despite this massive shift in specie of evidence, there has 

been a relative paucity of judicial authority, and certainly no emergent majority view dealing with the 

vagaries inherent in respect of computer-generated information and the directions for its admissibility 

into evidence. 

!ǎ ŜŀǊƭȅ ŀǎ ǘƘŜ ƭŀǘŜ мфтлΩǎΣ ƧǳŘƎŜǎ ƘŀǾŜ ǿǊƛǘǘŜƴ ŀōƻǳǘ ǘƘŜ ƴŜŜŘ ǘƻ ŀƳŜƴŘ ǘƘŜ FRE to reflect the unique 

evidentiary issues presented by the inherently ephemeral nature of computer-generated data.12 

Unfortunately, the current FRE do not directly address the unique authentication or admissibility issues 

raised by this massive shift from evidence in physical format to evidence in digital format.13 It is hoped 

that the recent amendments to the FRCP will accelerate corresponding amendments to the FRE.14 Until 

such a time, attorneys and judges will continue to deal with inconsistent, and at times contradictory 

evaluative admissibility frameworks for digital evidence. 

Adding to this unwieldy and inconsistent framework is a general lack of understanding by attorneys 

and judges of what constitutes computer-ƎŜƴŜǊŀǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴΣ ŀƴŘ ǿƘŀǘ ŎƻƴǎǘƛǘǳǘŜǎ ΨǎƻǳǊŎŜ 

ƛƴŦƻǊƳŀǘƛƻƴΩΦ ¢ƘŜ ǎƻǳǊŎŜ Řŀǘŀ ƻŦ ŀƭƭ ŎƻƳǇǳǘŜǊ-generated information is binary in nature, and the data 

processed, viewed, printed out, or stored is composed of ordered sets of zeroes and ones.15 This binary 

data are acted upon (processed) by other ordered sets of binary data comprising the operating system 

and other data processing software applications to produce what are commonly referred to as a data 

files.16 Ψ{ƻǳǊŎŜΩ Řŀǘŀ ŀǊŜΣ ǘƘŜǊŜŦƻǊŜ ŀƭǿŀȅǎ ŎƻƳǇǊƛǎŜŘ ƻŦ ȊŜǊƻŜǎ ŀƴŘ ƻƴŜǎ ǘƘŀǘ ŀǊŜ ǘƘŜƴ ǇǊƻŎŜǎǎŜŘΣ ƻǊ 

rendered, by the operating system and various applications to produce files. These files are generally 

further processed by other applications to produce images that can be viewed on a screen, or can be 

viewed by printing the data out on to paper.17 Nevertheless, the source data for either an image 

viewed on a screen or a computer-generated paper printout are the binaries, or the ordered sets of 

zeroes and ones, that comprise the true, or source data, used to produce the screen image or paper 

printout. The data (or information) actually read or perceived by a human reader (or members of a 

ƧǳǊȅύ ǎƘƻǳƭŘ ǘƘŜǊŜŦƻǊŜ ōŜ ŎƻƴǎƛŘŜǊŜŘ ǘƘŜ ƭŀǎǘ ΨǾƛŜǿΩ ƛƴ ŀ ǎŜǘ ƻŦ ŀ ΨǾƛŜǿǎ ƻŦ ǾƛŜǿǎΩ ŀƴŘ ƴƻǘ ǘƘŜ ΨǎƻǳǊŎŜΩ ƻǊ 

                                                 
12

 2 McCormick on Evidence §294 (6th edition, 2006), Commonwealth v. Klinghoffer, 564 A.2d 1240 (Pa. 1989); in a noted 
1976 dissent, Judge Van Graafeiland presciently pointed to the need to amend the rules of evidence to address the 
admissibility issues presented by computer-generated information; Perma Research and Development v. Singer Co., Van 
Graafeiland, J dissenting, 542 F.2d 111, 124-26 (2nd Cir.1976): It is unfortunate that more than three decades later, no such 
amendments have been adopted, and the current inconsistent approach to authentication and admissibility is the direct 
result of that failure to amend. 
13

 2 McCormick on Evidence §294 (6th edition 2006). 
14

 Fed. R. Civ. P. 16(b)(5); 26(a)(1)(B), 34(a), (b); 37; 45(a)(1)(C). 
15

 Bruce H. Nearon, Jon Stanley, Steven W. Teppler, and Joseph BurtonΣ ΨLife After Sarbanes-Oxley: The Merger of 
LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ ŀƴŘ !ŎŎƻǳƴǘŀōƛƭƛǘȅΩΦ 
16

 Id. at 388. 
17

 Id. 
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origination data.18 In other words, while a person might read, hear or see computer-generated data, it 

is impossible to read, hear, or see source computer-generated source or origination data. In order to 

perceive source computer data as native data, it is necessary to interpret the language in which that 

Řŀǘŀ ƛǎ ǿǊƛǘǘŜƴ όǎǳŎƘ ŀǎ Ψ/Ω ƻǊ Ψ±ƛǎǳŀƭ .ŀǎƛŎΩύΦ Lƴ ƻǊŘŜǊ ǘƻ ƛƴǘŜǊǇǊŜǘ ǘƘŜ ƭŀƴƎǳŀƎŜ ƛƴ ǿƘƛŎƘ Řŀǘŀ ƛǎ ǿǊƛǘǘŜƴΣ 

it is necessary in turn to understand the language in which it is written. The ultimate aim in 

understanding or examining computer-generated information is to understand the assertions, or 

speech, of the computer programmers (all of which are human) who by object code or source code 

provide the instructions to computers to make conditional statements. 

Admissibility Generally 

¢ƘŜ ǇǊƻŎŜŘǳǊŀƭ ǎŎƘŜƳŀ ƛƴ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎ ΨǊŜǉǳƛǊŜǎ ǘƘŜ ǇŀǊǘƛŜǎ ǘƻ ǇǊŜǎŜƴǘ ǘǊƛŀƭ ŜǾƛŘŜƴŎŜ ǇǳǊǎǳŀƴǘ ǘƻ 

rules that make it clear when proof has been formally proffered before it is introduced and then may 

be considered by the trier of fact in resolving fact issues. The proponent needs to know how to 

introduce evidence, the opponent must know when to object, and the judge needs to know when to 

rule. The rules of practice concerning presentation of evidence, offers of proof, and objections all are 

ŘŜǎƛƎƴŜŘ ǘƻ ǎŜŎǳǊŜ ǘƘƛǎ ǊŜǎǳƭǘΦΩ19 To this end, the FRE provides the contextual groundwork (further 

interpreted by case law) in accordance with which counsel may offer evidence, or challenge, impeach, 

or rebut such evidence. The FRE, together with case law precedent, provides guidelines for a court in 

determining evidentiary rulings.  The provisions of the FRE lend themselves to a flow chart of actions 

that must be taken by a party submitting digital evidence, and decisions to be made by a judge, before 

any such admission into evidence. 

                                                 
18

 There is much confusion as to the term ΨƻǊƛƎƛƴŀƭΩ ŀǎ ƛǘ ŀǇǇƭƛŜǎ ǘƻ ŎƻƳǇǳǘŜǊ-ƎŜƴŜǊŀǘŜŘ ŘŀǘŀΦ ¢ƘŜ ǇƘǊŀǎŜ ΨŦƛǊǎǘ ƛƴǎǘŀƴǘƛŀǘƛƻƴΩ 
όǿƘƛŎƘ ƛƳǇƭƛŜǎ ΨƻǊƛƎƛƴΩύ ǊŀǘƘŜǊ ǘƘŀƴ ΨƻǊƛƎƛƴŀƭΩ ƛǎ ǳǎŜŘ ǿƛǘƘ ƎƻƻŘ ǊŜŀǎƻƴΣ ŀƴŘ ŜȄŜƳǇƭƛŦƛŜǎ ƻƴŜ ƻŦ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎ ƛƴ ŀŘŀǇǘƛƴƎ ǘhe 
application of the FRE to computer-generated information. The commonly used definition for original is incompatible with 
ǘƘŜ ŎƻƴŎŜǇǘ ƻŦ ΨƛƴƛǘƛŀƭΩ ΨŦƛǊǎǘΩ ƻǊ ΨŜŀǊƭƛŜǎǘΩ ǿƛǘƘ ΨƻƴƭȅΦΩ ¢Ƙƛǎ ŘŜŦƛƴƛǘƛƻƴ Ƙŀǎ ƴƻ ƛƴƘŜǊŜƴǘ ǾŀƭǳŜ ƛƴ ǊŜǎǇŜŎǘ ƻŦ ŘƛƎƛǘŀƭ ŜǾƛŘŜnce. 
ΨhǊƛƎƛƴŀƭΩ ŘƛƎƛǘŀƭ Řŀǘŀ ŦƛƭŜǎ Ŏŀƴ ōŜ ǊŜǇǊƻŘǳŎŜŘ ƛƴ ŜȄŀŎǘ ōƛǘ ŦƻǊ ōƛǘ ŎƻǇƛŜǎΦ ¦ƴƭƛƪŜ ǇŀǇŜǊ ΨƻǊƛƎƛƴŀƭǎΩ ǘƘŜǊŜ Ƴŀȅ ƴŜǾŜǊ ōŜ Ψƻƴƭȅ ƻƴŜΩ 
ƻǊƛƎƛƴŀƭΦ 5ŀǘŀ ŦƛƭŜǎ Ƴŀȅ ƛƴ ŦŀŎǘΣ ōŜ ΨŘǳǇƭƛŎŀǘŜ ƻǊƛƎƛƴŀƭǎΩ ŎǊŜŀǘŜŘ ŀǘ ŘƛŦŦŜǊŜƴǘ ǘƛƳŜǎΦ CƛǊǎǘ ƛƴǎǘŀƴǘƛŀǘƛƻƴΣ ƻǊ ƻǊƛƎƛƴΣ ƘƻǿŜǾŜr, 
refers to the characteristics of the source of the data, the environment (including controls) and provenance of the initial 
ŎǊŜŀǘƛƻƴ ƻŦ ŘƛƎƛǘŀƭ ŘŀǘŀΦ ¢ƘǳǎΣ ǘƘŜ ŀŘƻǇǘƛƻƴ ŀƴŘ ǎǳōǎǘƛǘǳǘƛƻƴ ƻŦ ǘƘŜ ǘŜǊƳΣ ΨŦƛǊǎǘ ƛƴǎǘŀƴǘƛŀǘƛƻƴΩ ŦƻǊ ΨƻǊƛƎƛƴŀƭΩ ƛǎ ǎǳƎƎŜǎǘŜŘ as 
more appropriate. It should also be noted that ǘƘŜ ŀŘƻǇǘƛƻƴ ƻŦ ǘƘƛǎ ǘŜǊƳ ŀƭǎƻ ǇŜǊƳƛǘǎ ŀ ŘƛǎŀƳōƛƎǳŀǘƛƻƴ ƻŦ ǘƘŜ ǘŜǊƳ ΨǘƛƳŜΩ 
ŦƻǊ ŘƛƎƛǘŀƭ Řŀǘŀ ŎǊŜŀǘƛƻƴΦ ²ƘƛƭŜ ΨŦƛǊǎǘ ƛƴǎǘŀƴǘƛŀǘƛƻƴΩ Ŏŀƴ ƘŀǾŜ ƻƴƭȅ ƻƴŜ ǘƛƳŜ ǊŜŦŜǊŜƴŎŜ ŀǎ ƛǘ ǊŜƭŀǘŜǎ ǘƻ Řŀǘŀ ŎǊŜŀǘƛƻƴΣ ΨƻǊƛƎƛƴŀƭΩ 
data can be created at many different times. 
19

 1 McCormick on Evidence §51 (6th edition). 
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The decision points of this flow chart are not fixed, and, subject to existing precedent, they provide a 

judge with the discretion to determine the admissibility of an item of evidence. Moreover, attorneys 

are aware that evidence, whether a thing, a record, a photograph, or testimony, is not admitted 

automatically into trial for scrutiny by a jury or judge. For reasons not pertinent to this discussion (such 

as privilege and prejudice) computer-generated information sought to be admitted (and otherwise 

admissible) may be excluded (or not permitted to be used at trial).20 It should be understood that 

whilst any point reached along the FRE flow chart discussed in this article may be favorably met, 

admission is not necessarily guaranteed by laying a proper foundation for authentication, or by the 

applicability of a hearsay exception. 

Generally, therefore, all relevant evidence that is not privileged is admissible.21 Once the initial hurdles 

of relevancy, privilege, prejudice, and such like have been met by a party offering the evidence, 

evidence must be authenticated by some means that satisfy the requirements of 901(a) FRE that 

ŜǾƛŘŜƴŎŜ Ψƛǎ ǿƘŀǘ ƛǘΩǎ ǇǊƻǇƻƴŜƴǘ ŎƭŀƛƳǎΩΣ ƻǊΣ ŀǎ ƳƻǊŜ ŎƻƳƳƻƴƭȅ ǎǘŀǘŜŘΣ ǘƘŀǘ ŜǾƛŘŜƴŎŜ Ψƛǎ ǿƘŀǘ ƛǘ 

ǇǳǊǇƻǊǘǎ ǘƻ ōŜΦΩ22 

Ψ¢ǊŀŘƛǘƛƻƴŀƭΩ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ 

In order for evidence to be admissible, it must be identified or authenticated by extrinsic evidence in a 

manner that complies with FRE Rule 901(a). Examples of methods of authentication are set forth in FRE 

Rule 901(b). Such methods include the testimony of a witness or witnesses with knowledge, expert 

ƻǇƛƴƛƻƴΣ ŘƛǎǘƛƴŎǘƛǾŜ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎ ΨŀƴŘ ǘƘŜ ƭƛƪŜΣΩ ƻǊ ǘƘŜ ŜŦŦƛŎŀŎȅ ƻŦ ŀ ǇŀǊticular method or process in 

producing a particular result.23 

Ψ¢ǊŀŘƛǘƛƻƴŀƭΩ ƘŜŀǊǎŀȅ  

While FRE Rule 901 addresses authentication as a pre-condition to admissibility, FRE 801 refers to the 

exclusion of hearsay evidence even if the party offering the evidence lays a proper foundation for 

authentication. Accordingly, Article VIII of the FRE effectively imposes a post-authentication 

requirement that a hearsay determination be made as a second pre-condition to admissibility. In order 

to be admissible, therefore, the evidence offered must first be authenticated or it is excluded. Even if 

authenticated, the evidence is excluded if deemed hearsay, unless the evidence falls under an 

exception to the hearsay rule.24 The result, which is common to the operations of Rule 901 

(authentication) and Rule 801 (hearsay rule), is to permit or preclude the admissibility of evidence at 

trial. The authentication provisions of FRE Rule 901 and the hearsay exclusionary provisions of FRE 801 

                                                 
20

 Fed. R. Evid. 104 (a), 402 (relevance); 403 (prejudice, waste of time); 501 (privilege). 
21

 Fed. R. Evid. 401, 402. 
22

 Fed. R. Evid. 901(a) 
23

 Fed. R. Evid. 901(b)(1), (3), (4) and (9). 
24

 Fed. R. Evid. 803, 807. 
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may therefore be considered to occupy equal status in respect of admissibility. Finally, the FRE permit 

post-ŀŘƳƛǎǎƛƻƴ ƛƴǘǊƻŘǳŎǘƛƻƴ ōŜŦƻǊŜ ŀ ƧǳǊȅ ƻŦ ǊŜƭŜǾŀƴǘ ŜǾƛŘŜƴŎŜ ǇŜǊǘŀƛƴƛƴƎ ǘƻ ΨǿŜƛƎƘǘ ƻǊ ŎǊŜŘƛōƛƭƛǘȅΦΩ25 

Once authenticated, evidence may be deemed hearsay and inadmissible, or it may be deemed hearsay 

but falling under an exception to the hearsay exclusionary rule, in which case the evidence maintains 

its admissible status. 

Hearsay, which is defined as an out-of-court statement made by a declarant at a trial or hearing, 

offered in evidence to prove the truth of the matter asserted, is generally not admissible.26 There are, 

however, certain exceptions to the hearsay rule, where, under certain conditions, a court is permitted 

(but not required) to admit evidence that would otherwise constitute inadmissible hearsay.27 One 

major exception is provided for by FRE Rule 803(6), and is typically referred to as the Business Records 

Exception. The residual hearsay exception provided by FRE Rule 807 permits admissibility of other 

types of hearsay based upon equivalent showings of circumstantial trustworthiness (such as those 

enumerated in Rules 803 and 804).28 

Lack of uniformity in the judicial approach  

There is no uniformity of approach in lower court decisions towards the issue of authentication and 

admissibility of computer-generated information offered as evidence for trial. The issue is complicated 

by the absence of any United States Supreme Court guidance as to whether digital data is inadmissible 

hearsay, or not. This lack of Supreme Court guidance has not escaped judicial notice.29 Some judges 

appear to view all computer-generated information as hearsay, perhaps saved from exclusion by 

qualifying under the business records exception.30 Other judges do not consider certain types of 

computer-generated data as hearsay, and only require an FRE Rule 901(b)(9) showing that the 

evidence is an accurate result from a system or process. In more recent decisions, however, judges 

have tended to consider a higher degree of evidential reliability, even for laying a foundation under 

FRE Rule 901.31 

The approach to electronic evidence posted on the internet by one judge, seems to indicate a marked 

disinclination to admit computer-ƎŜƴŜǊŀǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ōȅ ƭŀōŜƭƛƴƎ ǎǳŎƘ Řŀǘŀ ΨǾƻƻŘƻƻ ƛƴŦƻǊƳŀǘƛƻƴΩ 

incapable of finding a basis for admiǎǎƛƻƴ ǳƴŘŜǊ ǘƘŜ ΨƳƻǎǘ ƭƛōŜǊŀƭΩ ƛƴǘŜǊǇǊŜǘŀǘƛƻƴ ƻŦ ǘƘŜ ƘŜŀǊǎŀȅ 

                                                 
25

 Fed. R. Evid. 104(e). 
26

 Fed. R. Evid. 801(c). 
27

 Fed. R. Evid. 803. 
28

 Fed. R. Evid. 807. 
29

 Hawkins v. Cavalli 2006 WL 2724145 (N.D. Cal 2006). 
30

 {ǘΦ /ƭŀƛǊ ǾΦ WƻƘƴƴȅΩǎ hȅǎǘŜǊ ϧ {ƘǊƛƳǇΣ LƴŎΦΣ 76 F. Supp. 2d 773 (S.D. Tex, 1999). 
31

 In re Vee Vinhnee, 336 B.R. 437 (9th Cir. BAP 2005); In re Vargas, 396 B.R. 511 (C.D. Cal. 2008); Lorraine v Markel 
American Life Ins Co, 241 F.R.D. 534 (D. Md. 2007; State v. Swinton, 847 A.2d 921 (Conn. 2004); Rodd v. Raritan Radiological 
Associates, 860 A. 2d 1003 (N.J. Sup. A.D. 2004). 
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exception rules.32 The Court in the St. Clair case places much emphasis on its understanding (some of it 

presumably apocryphal) of computer-generated data: 

Anyone can put anything on the Internet. No web-site is monitored for accuracy and nothing 

contained therein is under oath or even subject to independent verification absent underlying 

documentation. Moreover, the Court holds no illusions that hackers can adulterate the content 

on any web-site from any location at any time. For these reasons, any evidence procured off 

the Internet is adequate for almost nothing, even under the most liberal interpretation of the 

hearsay exception rules found in Fed.R.Civ.P. 807.33 

Other judicial authority accords a greater degree of presumptive trustworthiness or reliability to 

computer-generated information and is friendlier to its admission as evidence. The United States 

District Court for the Central District of California, relying on a 9th Circuit precedent, specifically 

eschews the St. Clair approach in favor of admitting print-outs of computer logs from a web site.34 

Although the court in Perfect 10 acknowledges a reduced evidentiary standard in preliminary 

injunction motions, it nevertheless ruled certain print-outs of web pages admissible after considering 

the declaration of the party offering the print-outs together with the circumstantial authenticity of the 

content (internet domain address and the date of the print-outs).35 Nevertheless, neither the St. Claire 

nor the Perfect 10 decisions provide any substantive basis for concluding that computer generated 

information is, or is not, hearsay. 

Efforts to date to categorize computer-generated information as hearsay or non-hearsay for purposes 

of admission into evidence at trial have been far from clear ς indeed, contradictory at times. To date, 

the Supreme Court has not offered an opinion on the issue.36 It is generally agreed that most judges 

simply (and conveniently) place digital data into the hearsay category as business records, and impose 

the requisite corresponding contemporaneity, because statements under the FRE Rule 803(6) business 

records exception to the hearsay rule.37  By categorizing computer-generated information only as a 

subset of business records, judges have thus been able to avoid the central issues that are uniquely 

inherent to the authentication of computer-generated information. The Pennsylvania Supreme Court 

recently acknowledged that: 

Judicial decisions to date have largely skirted the edge of the problem because they have been 

concerned mainly with computerized records made in the regular course of business. [Citations 

omitted]. Routinely prepared records, admitted pursuant to business records acts such as 28 

                                                 
32

 {ǘΦ /ƭŀƛǊ ǾΦ WƻƘƴƴȅΩǎ hȅǎǘŜǊ ϧ {ƘǊƛƳǇΣ LƴŎΦΣ 76 F. Supp. 2d 773 (S.D. Tex, 1999). 
33

 Id. at 774-775.  Lǘ ƛǎ ǇǊƻōŀōƭŜ ǘƘŀǘ ǘƘŜ ƧǳŘƎŜΩǎ ǊŜŦŜǊŜƴŎŜ ǘƻ wǳƭŜ улт ƛǎ ŀŎǘǳŀƭƭȅ ǘƻ FRE, and meant to cite the FRE 807, and 
not the FRCP. 
34

 Perfect 10, Inc. v. Cybernet Ventures, Inc. 213 F.Supp.2d 1146 (C.D. Cal. 2002). 
35

 Id. at 1154. 
36

 Hawkins v. Cavalli 2006 WL 2724145 (N.D. Cal 2006). 
37

 Id. 
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U.S.C. § 1732 are well recognized exceptions to the hearsay rule, because their regular use in 

the business of the company insures a high degree of accuracy. Proof of day-to-day business 

reliance upon computerized records should therefore make less onerous the burden of laying a 

proper foundation for their admission. United States v. Russo, supra, 480 F.2d [1228] at 1239-

40.38 

The Klinghoffer court considered that computer-generated information that was not categorized as a 

business record as hearsay, but (unlike the court in St. Clair), admitted the evidence on the condition of 

ƳŜŜǘƛƴƎ ǘƘŜ ΨŎƛǊŎǳƳǎǘŀƴǘƛŀƭ ƎǳŀǊŀƴǘŜŜǎ ƻŦ ǘǊǳǎǘǿƻǊǘƘƛƴŜǎǎΩ ǎŜǘ ŦƻǊǘƘ ƛƴ ǘƘŜ ǊŜǎƛŘǳŀƭ ƘŜŀǊǎŀȅ ǇǊƻǾƛǎƛƻƴǎ 

of FRE Rule 807: 

Where, however, a computer is programmed to produce information specifically for purposes 

of litigation, an entirely different picture is presented. Its product, which is hearsay and 

conclusory, is not admissible under 28 U.S.C. §1732 or similar state statutes. [Citations omitted]. 

Under such circumstances, a court should not permit a witness to state the results of a 

ŎƻƳǇǳǘŜǊΩǎ ƻǇŜǊŀǘƛƻƴǎ ǿƛǘƘƻǳǘ ƘŀǾƛƴƎ ǘƘŜ ǇǊƻƎǊŀƳ ŀǾŀƛƭŀōƭŜ ŦƻǊ ǘƘŜ ǎŎǊǳǘƛƴȅ ƻŦ ƻǇǇƻǎƛƴƎ 

counsel and his use on cross-examination. United States v. Dioguardi, 428 F.2d 1033 (2nd Cir.), 

cert. denied, 400 U.S. 825, 91 S.Ct. 50, 27 L.Ed.2d 54 (1970). Moreover, such availability should 

be made known sufficiently in advance of trial so that the adverse party will have an 

opportunity to examine and test the inputs, program and outputs prior to trial. United States v. 

Russo, supra, 480 F.2d at 1241.39 

Indeed, some state judges have made the requirements for authenticating a business record 

interchangeable with those for laying a foundation for its admissibility under the hearsay exception.40 

The implications arising from these findings of interchangeability appear to illustrate the poorly 

articulated need to incorporate a requirement of showing trustworthiness or reliability (typically a 

finding made from within the context of a hearsay determination), into the authentication process. 

It is clear that computer-generated information that is not a business record might consist of a digital 

photograph of an accident scene taken by a bystander, a computer-generated document containing a 

home inventory for insurance purposes, or a non-business related e-mail containing allegedly 

defamatory matter. None of these examples can be easily (if at all) included in the business records 

category, and it is not surprising that there is no authority directly addressing these examples and 

evaluating whether tƘŜȅ ŀǊŜ ƘŜŀǊǎŀȅ ƻǊ ƴƻǘΦ LƴŘŜŜŘΣ ƛǘ ŀǇǇŜŀǊǎ ǘƘŀǘ ǘƘŜ ŘǊŀŦǘŜǊǎΩ ƛƴǘŜƴǘΣ ŀƭǘƘƻǳƎƘ ƴƻǘ 

specifically mentioned, was to make FRE Rule 801 a limiting definition (and a limiting evidentiary 

                                                 
38

 Com. v. Klinghoffer, 564 A. 2d 1240, 1242-1243 (Pa 1989). 
39

 Id. at 567. 
40

 F.D.I.C. v. Carabetta, 739 A.2d 301 (Conn. AǇǇΦ мфффύ ΨwŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƴƎ ŀ ōǳǎƛƴŜǎǎ ǊŜŎƻǊŘ ŀǊŜ ƛŘŜƴǘƛŎŀƭ ǘƻ 
ǘƘƻǎŜ ŦƻǊ ƭŀȅƛƴƎ ŀ ŦƻǳƴŘŀǘƛƻƴ ŦƻǊ ƛǘǎ ŀŘƳƛǎǎƛōƛƭƛǘȅ ǳƴŘŜǊ ǘƘŜ ƘŜŀǊǎŀȅ ŜȄŎŜǇǘƛƻƴ ŦƻǊ ōǳǎƛƴŜǎǎ ǊŜŎƻǊŘǎΩΦ 
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exclusion rule) such that if a specie of evidence did not fit clearly into one of the definitions of hearsay, 

it was not to be considered hearsay: 

The definition [of hearsay set forth in Rule 801] does not in terms say that everything not 

included within the definition is not hearsay, but that was the intended effect of the rule, 

ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ !ŘǾƛǎƻǊȅΩǎ /ƻƳƳƛǘǘŜŜϥǎ bƻǘŜΦύΦ U.S. v. Hamilton, ---F.3d---, 2005 WL 1519112, 

citing John W. Strong, McCormick on Evidence, § 246, at 97 (5th edition 1999).41 

With the vast amounts of digital information generated each year, much of it non-business records, it is 

clear that a well-articulated approach to computer generated information that is hearsay that falls into 

FRE Rule 807 will need to be developed. 

IŜŀǊǎŀȅΣ ŘƛƎƛǘŀƭ Řŀǘŀ ŀƴŘ ǘƘŜ ΨŘŜŎƭŀǊŀƴǘΩ  

An increase of what at least one judge has ŎŀƭƭŜŘ ŀ ΨƭŀŎƪ ƻŦ ǳƴŘŜǊǎǘŀƴŘƛƴƎΩ ƻŦ ŎƻƳǇǳǘŜǊ-generated 

evidence is a new and critical complication that arises out of attempts to define computer generated 

information.42 This complication involves semantics, specifically those relating to the concept of 

hŜŀǊǎŀȅΦ IŜŀǊǎŀȅ ƛǎ ŘŜŦƛƴŜŘ ŀǎ ŀ ΨǎǘŀǘŜƳŜƴǘΣ ƻǘƘŜǊ ǘƘŀƴ ƻƴŜ ƳŀŘŜ ōȅ ǘƘŜ ŘŜŎƭŀǊŀƴǘ ǿƘƛƭŜ ǘŜǎǘƛŦȅƛƴƎ ŀǘ 

ǘƘŜ ǘǊƛŀƭ ƻǊ ƘŜŀǊƛƴƎΣ ƻŦŦŜǊŜŘ ƛƴ ŜǾƛŘŜƴŎŜ ǘƻ ǇǊƻǾŜ ǘƘŜ ǘǊǳǘƘ ƻŦ ǘƘŜ ƳŀǘǘŜǊ ŀǎǎŜǊǘŜŘΦΩ43 A statement is 

defined in part as an oral or written assertion intended to be an assertion.44 A declarant is defined as a 

person who makes a statement.45 The FRE appear to state, therefore, that hearsay does not exist 

without a declarant, and that the pre-condition to being a declarant is that a declarant must be a 

person. The semantic problems arise from the meaning and application of the term declarant as it 

appears in the various hearsay provisions of the FRE. A literal interpretation of FRE Rule 803 is that a 

declarant may not be computer data or a computer program because neither data nor computer 

program is a person.46 Indeed, two United States Circuits, and at least one District Judge have held that 

ǿƘŜǊŜ ŀ ŎƻƳǇǳǘŜǊ ƎŜƴŜǊŀǘŜǎ Řŀǘŀ ǿƛǘƘƻǳǘ ǘƘŜ ŀǎǎƛǎǘŀƴŎŜ ƻŦ ŀ ǇŜǊǎƻƴΣ ǘƘŜǊŜ ƛǎ ƴŜƛǘƘŜǊ ŀ ΨǎǘŀǘŜƳŜƴǘΩ ƴƻǊ 

ŀ ΨŘŜŎƭŀǊŀƴǘΩ ŀƴŘ ǘƘerefore no hearsay.47 Some courts have distinguished between computer 

ΨƎŜƴŜǊŀǘŜŘΩ ŀƴŘ ŎƻƳǇǳǘŜǊ ΨǎǘƻǊŜŘΩ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ƳŀƪƛƴƎ ŀ ƘŜŀǊǎŀȅ ŘŜǘŜǊƳƛƴŀǘƛƻƴΦ48 That line of 

authority is emblematic of the result of a lack of understanding of how computers work, as all 

computer information is always first generated. There can be no storage of computer information 

                                                 
41

 It is perhaps with good reason that the Supreme Court of Connecticut noted that the divergent views on computer-
generated evidence arise in large part from the lack of understanding by those at the bar and the bench. State v. Swinton, 
847 A. 2d 921, footnote 24 (Conn. 2004), at 938. 
42

 State v. Swinton, 847 A. 2d 921, footnote 24 (Conn. 2004), at 938. 
43

 Fed. R. Evid. 801(c). 
44

 Fed. R. Evid. 801(a). 
45

 Fed. R. Evid. 801(b). 
46

 Stevenson v. State, 920 S.W.2d 342 (Tex.App.-Dallas 1996). Computer not a declarant and information generated by a 
computer held not to be hearsay. 
47

 United States v. Hamilton, 413 F.3d 1138, 1142 (10th Cir.2005) (file header information accompanying pornographic 
images uploaded to the internet held not to be hearsay); see also Hawkins v. Cavalli, 2006 WL 2724145 at p. 12 (N.D. Cal 
2006) header generated by a ŦŀŎǎƛƳƛƭŜ ƳŀŎƘƛƴŜ ǿŀǎ ƴƻǘ ƘŜŀǊǎŀȅ ōŜŎŀǳǎŜ άƴƻǘƘƛƴƎ ΨǎŀƛŘΩ ōȅ ŀ ƳŀŎƘƛƴŜ ƛǎ ƘŜŀǊǎŀȅέύΦ 
48

 Hawkins v. Cavalli. 
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without generation occurring first. Computer-generated information may then be stored, transmitted, 

or even deleted, but it must exist before it is stored, and in order to exist it must be generated. This 

ƛǎǎǳŜ ƛǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ŘƛǎǘƛƴŎǘƛƻƴ ōŜǘǿŜŜƴ ΨƻǊƛƎƛƴŀƭΩ ŘŀǘŀΣ ŀƴŘ ƻǊƛƎƛƴŀǘƛƻƴΣ ǎƻǳǊŎŜΣ ƻǊ ŦƛǊǎǘ ƛƴǎǘŀƴǘƛŀǘƛƻƴΣ 

ƻŦ ŎƻƳǇǳǘŜǊ ƎŜƴŜǊŀǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴΦ !ŎŎƻǊŘƛƴƎƭȅΣ ŀƴ ŀƴŀƭȅǎƛǎ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ΨƎŜƴŜǊŀǘŜŘΩ ŀƴŘ ΨǎǘƻǊŜŘΩ 

data is fiction, and creates a distinction without a difference, although some might wish the matter was 

otherwise.49 

           (Part 2 of this article will appear in the upcoming Autumn 2010 issue) 
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49

 The author has experienced first-ƘŀƴŘ ŀǘǘŜƳǇǘǎ ǘƻ ŘŜƭƛƴŜŀǘŜ ōŜǘǿŜŜƴ 9{L ΨƎŜƴŜǊŀǘŜŘΩΣ ŀƴŘ 9{L ΨǎǘƻǊŜŘΩ ƛƴ ŀ ƭƛǘƛƎŀǘƛƻƴ 
matter pending at the publicaǘƛƻƴ ŘŀǘŜ ƻŦ ǘƘƛǎ ŀǊǘƛŎƭŜΦ ¢ƘŜ ŀǳǘƘƻǊΩǎ ŦƛǊƳ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ǇƭŀƛƴǘƛŦŦΣ ŀƴŘ ǊŜǉǳŜǎǘŜŘ ŦǊƻƳ ǘƘŜ 
defendant electronically stored information, in native data format, with all associated metadata, and as generated by 
defendant in the conduct of its everyday activities. The defendant produced documents in TIFF, rather than in native data 
ŦƻǊƳŀǘΣ ŎƭŀƛƳƛƴƎ ǘƘŀǘ ǿƘƛƭŜ ƛǘ ƳƛƎƘǘ ƘŀǾŜ ΨƎŜƴŜǊŀǘŜŘΩ ǎǳŎƘ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ΨƭƛǾŜΩ ƻǊ ƴŀǘƛǾŜ ŦƻǊƳŀǘΣ ƛǘ ΨǎǘƻǊŜŘΩ ǎǳŎƘ ƛƴŦƻǊƳŀǘƛon 
only as TIFF format files. The difference between ƎŜƴŜǊŀǘŜŘ ŀƴŘ ǎǘƻǊŜŘ ƘŜǊŜ ƛǎ ǎƛƎƴƛŦƛŎŀƴǘΦ ¢ƘŜ ΨƎŜƴŜǊŀǘŜŘΩ 9{L ƘŜǊŜ ǿƻǳƭŘ 
have provided searchable content and metadata. The TIFF files produced were not searchable, and contained no metadata. 
Lƴ ǘƘƛǎ ƛƴǎǘŀƴŎŜΣ ǘƘŜ ΨŦƛǊǎǘ ƛƴǎǘŀƴǘƛŀǘƛƻƴΩ ƻŦ Řŀǘŀ ŎƻǳƭŘ ƻƴƭȅ ōe the data as generated, and not as ultimately stored. If this 
matter does not settle, the author intends to raise the issue before the court. 
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¢ƘŜ 9559 /ƻƳƳƛǘǘŜŜΩǎ CƛǊǎǘ !ƴƴǳŀƭ 9ƭŜŎǘǊƻƴƛŎ 5ƛǎŎƻǾŜǊȅ ŀƴŘ 5ƛƎƛǘŀƭ 9ǾƛŘŜƴŎŜ tǊŀŎǘƛǘƛƻƴŜǊǎΩ ²ƻǊƪǎƘƻǇ 
held in Chicago on May 19-20 was a resounding success.  The workshop featured more than twenty 
five leading judges, practitioner/lawyers, forensics experts and technologists presenting and 100 
participants who attended either in person or from around the world via live internet video 
streaming.  U.S. Magistrate Judge Nan Nolan (Northern District Illinois) kicked off the first day of the 
ŎƻƴŦŜǊŜƴŎŜ ǿƛǘƘ ŀ ƪŜȅƴƻǘŜ ŘƛǎŎǳǎǎƛƴƎ ǘƘŜ {ŜǾŜƴǘƘ /ƛǊŎǳƛǘΩǎ 9ƭŜŎǘǊƻƴƛŎ 5ƛǎŎƻǾŜǊȅ tƛƭƻǘ tǊƻƎǊŀƳ όάtƛƭƻǘ 
tǊƻƎǊŀƳέύΦ  Next, a variety of speakers presented topics covering forensics, EDDE caselaw review, new 
technologies, search and retrieval, and ESI Discovery cost containment strategies.   

The second day began with a session on authentication and admissibility of digital evidence, and was 
followed by three mock ESI discovery sessions, a judicial roundtable, and a closing keynote by U.S. 
Magistrate Judge Frank Maas (Southern District New York).  The first two ESI discovery mock sessions 
involved a Fed.R.Civ.P. Rule 26(f) counsel meet and confer operating under the Pilot Program and 
Standing Order and was followed by a hearing before U.S. Magistrate Judge Karla Spaulding (Middle 
District Florida) in which unresolved 26(f) ESI discovery issues were addressed.  The second mock 
session involved an ESI spoliation motion hearing held before U.S. Magistrate Judge Frank Maas 
(Southern District New York), and involved preservation and search issues.  The judicial roundtable that 
followed the mock sessions, with Chief U.S. Magistrate Judge Sidney Schenkier (Northern District 
Illinois) joining U.S. Magistrate Judges Spaulding and Maas was both informative and entertaining.  The 
sessions were scintillating and the between-sessions conversation stimulating.  We are already looking 
forward to next yeŀǊΩǎ ǿƻǊƪǎƘƻǇΣ ǿƘŜǊŜ ǿŜ will build on the firm foundation of this ȅŜŀǊΩǎ ǎŜǎǎƛƻƴǎΦ  

Some additional info on the Pilot Program, which was developed to address reform in the pre-trial 
discovery process with a focus on proportionality:  ¢ƘŜ tƛƭƻǘ tǊƻƎǊŀƳΩǎ 9-Discovery Committee was 
organized under the leadership of United States Magistrate Judge Nan Nolan.  Members chosen by 
Chief District Judge James F. Holderman are trial judges and lawyers, including in-house counsel, 
private practitioners, government attorneys, academics, and litigation expert consultants 
headquartered primarily in the Seventh Circuit (states of Illinois, Indiana, and Wisconsin).  The E-
Discovery Committee members met for the first time in May 2009 to take action to reduce the rising 
burden and cost of e-discovery in U.S. litigation.  Over the next four months, with the support and 
assistance of former Justice of the Colorado Supreme Court, Rebecca L. Kourlis, Executive Director of 
the Institute for Advancement of the American Legal System at the University of Denver and Kenneth J. 
Withers, the Managing Director of The Sedona Conference®, the participants produced the Pilot 
tǊƻƎǊŀƳΩǎ tǊƛƴŎƛǇƭŜǎ wŜƭŀǘƛƴƎ ǘƻ ǘƘŜ 5ƛǎŎƻǾŜǊȅ ƻŦ 9ƭŜŎǘǊƻƴƛŎŀƭƭȅ {ǘƻǊŜŘ LƴŦƻǊƳŀǘƛƻƴ όάtǊƛƴŎƛǇƭŜǎέύΦ 

¢ƘŜ Ǝƻŀƭ ƻŦ ǘƘŜ tǊƛƴŎƛǇƭŜǎ ƛǎ ǘƻ άƛƴŎŜƴǘƛǾƛȊŜ ŜŀǊƭȅ ŀƴŘ ƛƴŦƻǊƳŀƭ ƛƴŦormation exchange on commonly 
encountered issues relating to evidence preservation and discovery, paper and electronic, as required 
ōȅ Cw/t нсόŦύόнύέ ŀƴŘ ŀƭǎƻ ǇǊƻǾƛŘŜ ƎǳƛŘŀƴŎŜ ƻƴ ŜŘǳŎŀǘƛƻƴ ǘƻ ǘƘŜ ƧǳŘƛŎƛŀǊȅ ŀƴŘ ǘƘŜ ōŀǊΦ  The Principles 
are subject to testing during the Pilot Program.  Individual district court judges, magistrate judges, and 
bankruptcy judges in the Seventh Circuit agreed to adopt and implement the Principles in selected 
cases during the Phase One period (October 2009 to May 2010).  Based on the results from Phase One, 
which ended in May 2010, the E-Discovery Committee will further evaluate the efficacy of the 
Principles and refine them as appropriate.  Phase Two of the program began in June 2010 and will 
proceed until May 2011.  In May 2011, the E-Discovery Committee will formally present its findings and 
issue its final Principles.  View the Principles, the [Proposed] Standing Order and background here. 

Committee Co-Chairs’ Message   

http://www.ilcd.uscourts.gov/Statement%20-%20Phase%20One.pdf

