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Exploring the “Stored” in Electronically Stored Information (ESI)
By Eric Hibbard

The inclusion of ESI in the Federal Rules of Civil Procedure (FRCP) has necessitated a closer
working relationship between the legal and information technology (IT) communities. Both
communities have been forced to acquire a rudimentary understanding of each other’s domain
to meet the challenges of identifying, preserving, analyzing, and producing ESI as part of
electronic discovery. This has been especially true of storage professionals and managers
within the IT community because of their special relationships with data. The Storage
Networking Industry Association (SNIA) brings together vendors, channel partners, and end
users in a vendor-neutral and technology-agnostic environment for the advancement of IT

technologies, standards, and education programs for all IT professionals. Read more

Achieving Electronic Discovery Detente: Why Reaching Across

the Aisle Matters
By Michael Swarz

More often than not when parties engage in electronic discovery it's not pretty. Each side
tends to view the experience as a heated battle going for the Kkill, at times with malicious zeal.
Both parties deviously wish to bury the other with paperwork and clever burdensome motions.
Needless to say - professional courtesy is frequently checked at the door. This type of
environment is rarely in the client’s best interest since it prevents each side from having
meaningful discussions with opposing counsel. Critical eDiscovery issues such as
collection/preservation procedures, processing protocols and production formats are frequently
either ill-communicated or left untouched and on the table. Clients are routinely at a
disadvantage from counsel who presumptuously thinks — | can do this by myself. Read more
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E-Discovery and International Commercial Arbitration in 2010

By Thomas Shaw

For large and medium-sized corporations (and even many smaller ones), the norm today is for
business transactions with some international character. To minimize the cost of any disputes
that arise, involving multiple sets of potentially conflicting laws, corporations have migrated
towards using arbitration instead of litigation. This moves the matter out of a litigation process
which (at least in American courts) includes extensive discovery. As discovery in support of
litigation can be a significant expense in corporate legal budgets, minimizing discovery
obligations in arbitration is key to reducing commercial legal costs. Having previously
discussed e-Discovery in international litigation, this article will focus on e-Discovery in
international commercial arbitration, Read more
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Digital Evidence as Hearsay (Part 1)
By Steven W. Teppler

It is my belief that all digital data is hearsay in legal proceedings within the U.S. and that the
current approaches to dealing with the hearsay exception used to offer computer-generated
information into evidence are inadequate, if not outright failures. | propose that until the
Federal Rules of Evidence are revised to reflect the ephemeral nature of digital evidence, such
evidence should be considered hearsay and deemed inadmissible unless a hearsay
exclusionary exception is successfully asserted, based on heightened reliability Read more
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Exploring the “Stored” in Electronically Stored Information (ESI)

By Eric Hibbard

a closer working relationship between the legal and information technology (IT)
communities.Both communities have been forced to acquire a rudimentary
understandingofe OK 2 G KSNRa R2YFAYy (G2 YSSi

been especially true of storage professionals and managers within the IT
community because of their special relaiships with data.

SNIA and Storage Terminology

The Storage Networking Industry Association (SNIA) brings together vendors, channel partners, and
users in a vendemeutral and technologyagnostic environment for the advancement of IT technologies,
standards, and education programs for all IT profession&te. SNIA Dictionary,* which represents a
significant on-going effort, contains terms and definitions related to storage and other information
technologies, and is the storage networking industry's most comprehensive attempt to date to arrive

at a common body of terminology for the technologies it represents.

It is also worth noting that the SNIA Dictionary includes terms that are outside the storage domain; two
such example groups (or contexts as they are known in the dictionary) are data security and legal. All
of the non-storage terms have a demonstrated relevance and efforts have been made to leverage the
work of other organizations

Shortly after the 2006 amendments to the FRCP, the SNIA recognized that its members needed a
better understanding of the legal issues associated with ESI and electronic discovery, and as part of this
effort the SNIA Dictionary was updated to include key legal terms. One particular term, Electronically
Stored Information (ESProved to be difficult to address because of the vagueness (by design) of most
existing legal definitions of ESI. After significant debate and collaboration,? the term was defined and it
is provided here because of its relevance to this community:

Electronically Stored Information (ESQomputer generated data or informan of any kind

and from any source, whose temporal existence is evidenced by its storage in, or on any
electronic medium, wherever located, now existing or developed in the future, and irrespective
whether such medium is real, virtual or otherwise.

! The SNIA Dictionary, which is published bi-annually, is a special-purpose dictionary containing terms and definitions
applicable to the storage and storage networking industry. The on-line version can be found at:
http://www.snia.org/education/dictionary/

21 GKS NBIldzSad 2F {bL!Z YSYOSNE 2F (GKS ! .1 9559 [/ 2YYAll

the specificity requirement imposed on terms added to the SNIA Dictionary (i.e., vague and self-referencing definitions are
generally not permitted).

The inclusion of ESI in the Federal Rules of Civil Procedure (FRCP) has necessit

preserving, analyzing, and producing ESI as part of electronic discovery. This has

ated

end
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definition:

The issue as to whether "unstable” or ephemeral information such as RAM is discoverable as ES
is a developing area and is fagpecific. Some court desions have held that in certain cases

RAM is discoverable ESI, and in certain others have ruled against discovery of sGtbugialh

the issue further is the increasing trend by enterprises to use unstable data (e.g., RAM) as actual
storage, and hardive space as backup.

The SNIA Dictionary may offer the legal community a wealth of information on storage technology and
terminology, and help resolve disputes over specific meanings.

Storage Media and Capacities

For many people, the term storage conjures up an image of a hard disk drive (HDD), optical media (CD,
DVD, BD), some form of tape, or possibly a USB flash drive. The more progressive among us may have
included memory sticks or solid state disks (SSD) as well. All of these are either storage devices (i.e.,
mechanisms capable of non-volatile data storage) or storage media (i.e., the material in a storage
device on which data is recorded) used for digital data storage. Non-volatility or the property that data
will be preserved, even if normal environmental conditions are not met (such as on disks or tapes,
which continue to preserve the data on them when electrical power is cut) is an attribute of all storage
devices and media.

All storage media have a maximum capacity that is described in a multiple of the unit byte such as
megabyte (abbreviated as MB and representing 10° bytes), gigabyte (abbreviated as GB and
representing 10° bytes), or terabyte (abbreviated as TB and representing 10 bytes). Some of the
more common types of storage media include CDs with a capacity in the sub-gigabyte range, DVDs and
BDs with capacities in the range of 1-50 GB, and HDDs with capacities as high as 2 TB (going to 3 TB in
the near future). In reality, these are consumer oriented storage technologies that do not reflect
enterprise-class storage systems which can have capacities measured in petabytes (abbreviated as PB
and representing 10™ bytes) and exabytes (abbreviated as EB and representing 10*® bytes) and involve
complex, multi-national implementations.

These capacities can come into play when a preservation order is issued or an overly broad electronic
discovery request is made. As an example, consider a scenario where an organization employs a
centralized backup system based on LTO-4 tape technology (800GB per tape uncompressed) with a 60-

day retention period (tapes are recycled after 60 days). Further consider that this organization uses 16
tape drives (i.e., can write data simultaneously to 16 different tapes),all2 ¥ G KS 2 NHI y AT |
data is co-mingled on the media, the backup strategy uses full (a complete copy) and incremental (only
records changes from the last backup) backups, drive-based compression and encryption are used on

all backup tapes (i.e., tapes can only be read by the drive that wrote them), and a single backup set
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(number of tapes for a single backup window) averages 50 tape cartridges. Although 1TB of data might
be the target of interest for a preservation order, a blanket order from in-house counsel to preserve all
backup tapes in this scenario would result in about 3000 LTO-4 tapes being pulled out of service
(requiring the purchase of 3000 new tapes at a cost of $50 each or $15,000) and the eventual analysis
and review of up to 2.4PB of backup data. Needless to say, most storage managers put into this
situation would scream about the cost, the loss of productivity of his or her personnel, and the
ySaAFGABS AYLI OGO 2y (GKS 2NBFYATFGA2yQa RIFGL

Data Protection

Given the importance of data assets within most organizations, storage managers and professionals
are charged with protecting and securing these assets from a variety of threats. For highly sensitive
and/or business critical data assets the measures used to guard against unintentional destruction,
corruption, or loss of availability can appear extreme. However, these protection mechanisms can be
important sources of ESI, but only when the legal teams are aware of their existence and relevance.
This is also an example of why it can be important to have a technologist in some 26(f) meet and confer
sessions.

The following are data protection mechanisms that may yield relevant ESI:

1 Tape backupg Involves writing a recoverable copy of a given set of data to some form of
magnetic tape media for purposes of recovery in case the original copy of data is lost or
becomes inaccessible. Backups are not the same as data archives, which are typically the
primary sources for data.

1 Data replicatiorng Involves continuously maintaining a secondary copy of datat possibly at a
remote sitet from a primary volume (virtual disk) for the purposes of providing high availability
and redundancy. Data replication is a key element of many disaster recovery and business
continuity implementations involving remote sites, which may also employ backup capabilities.

1 Virtual tape backups For all practical purposes, virtual tape backups are the same as tape
backups with the notable exception that the media is disk rather than tape and the recovery
times tend to be much shorter. It is also worth noting that a preservation order or electronic
RA&ZO2OSNE NBIljdzSaid GKFEG Aa ALISOATFTAO G2 Ot

1 Continuous Data Protection (CxRhvolves the use of a class of mechanisms that continuously
capture or track data modifications enabling recovery to previous points in time. CDP differs
from replication in that CDP has specific checkpoints (for example, every 10 minutes, once an
hour, twice a day, etc.). In addition, the organization may retain some or all the CDP instance,
enabling roll-backs of the data to a finer granularity than the last backup.
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1 Cloud storage Involves the use of third party services and technology to store and protect
data. The organization typically uses supplied clients or specific interfaces to store and retrieve
the data. Preservation may force the organization to pull a copy of the data back to the

2NBFYATIGA2yQa aiG2Nr3IS | 44aSiaNtobhdthird@ad®yS NE Y|

assuming the organization does not employ some form of encryption.

With the possible exception of tape-based backups, most of these data protection mechanisms are not
considered as part of data preservation or discovery activities, but they could play an important role in
litigation.

Conclusion

It is easy to misunderstand contemporary storage technology and terminology and to underestimate
the potential complexities associated with this segment of information technology. Technology-specific
preservation and discovery orders can also be fraught with problems because they are unlikely to
adequately address the way an enterprise is using storage. However, most of these issues can be
addressed by leveraging appropriate technologists during the litigation.

Eric A. Hibbard is the Chief Technology Officer (CTO) for Security and Privacy in Hitachi Data Systen

(HDS) where he focuses on storage security strategy and technologies. He is a senior security
professional with 30+ years experiemecenformation and communications technology (ICT) and prior
to joining HDS he held key technology positions within the U.S. Government (DoD, NASA, DoE),

academia (University of California at Lawrence Berkeley National Laboratory), and industry (Raytheo

and QSS Group). Mr. Hibbard serves as the International Representative (IR) for the U.S. National B
for Cyber Security (INCITS/CS1) to ISO/IEC JTC1 SC27, the Vice Chair oDiisedM@2y & Digital
Evidence (EDDE) Committee, Vice Chair of the H6ERaoN Assurance Standards Committee (IASC),
the Chair of the SNIA Security Technical Working Group, and the Vice Chair of the IEEE Security in

Storage Work Group (SISWG). He also holds a uniqgue combination of security (CISSP, ISSAP, ISSM
ISSEP dm 1SC2), information systems auditing (CISA from ISACA), and storage (SCP and SCSE fror

SNIA) professional certifications.
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Achieving Electronic Discovery Detente: Why Reaching Across the Aisle Matters

By Michael Swarz

a2NB 2F0Sy GKIy y2i ¢KSYy LI NLASAE Sy
Each side tends to view the experience as a heated battle going for the kill, at
times with malicious zeal. Both parties deviously wish to bury the other with
paperwork and clever burdensome motions. Needless toayessional

courtesy is frequently checked at the door.

CKAA (eLIS 2F Sy dANERYYS iernést sinde it Nieviidist &
each side from having meaningful discussions with opposing counsel. Critical eDiscovery issues sug
collection/preservation procedures, processing protocols and production formats are frequently either
ill-communicated or lefuntouched and on the table. Clients are routinely at a disadvantage from
counsel who presumptuously think$ can do this by myself.

Is there a better way? Of course there is.

There are numerous reasons to opt for a collaborative eDiscovery environment. By avoiding traditional

I ROSNEFNAFE St SOGNRYA O f-pbundingybud MdSard youychest balvshvé A 2 yf

on their litigation bottom line. In addition both sides will be able to devote more thought to the actual
digital discovery merits at stake. Plus, never forget: a little goodwill and mutual trust can certainly go a
long way with your Judge.

Naturally there will be much to discuss; below are but a few recommended conversation starters.

Negotiate Expectations for Collectioand Preservation

Each party may have on their own gone ahead and sent a litigation hold letter to the other side making
requests as to the preservation of various ESI in question. However, most litigation hold letters lack
the precision and tracking mechanisms needed to make them viable.

As such, parties need to begin discussing their approach to collection and preservation first thing.

Have a preservation protocol drafted up as a record to show what ESI you have and have not agreed to
collect/preserve from the beginning. If nothing else this protocol can serve as an insurance policy to
pursue or defend against a potential spoliation claim down the road.

The objective of the stipulation will be to delineate the scope and methods used for collection and
preservation. Of course, this protocol should be case-specific as every ESI situation is unique. There
are many advantages to being proactive in this sense. It would ideal, for example, to know from the
get-go that the other side failed to suspend its email deletion policy. This will prevent arguing for
spoliation later on for emails that do not exist anymore.
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Defining the collection and preservation universe will also allow counsel to have a more complete data
map created. A data map is much like a road map to digital evidence. It notes all of the media that
contain ESI and links up all of the custodians who interacted with it. Who created it, who modified it
and what levels of security are in play are all noted. By engaging the other side each party will be able
to more effectively zone in on the required ESI needed to captured and preserved in their case. Your
client will be able to approach the entire discovery phase with greater confidence knowing that your
data map will truly guide them through.

Collaborate on Data Processing

Data processing is often the nuts and bolts of eDiscovery. It is during the data processing stage when
the hidden details and relationships of the ESI files are uncovered. This regularly involves the
processing of massive amounts of data typically located on hard drives, laptops, CD's, DVD's, thumb
drives and backup tapes.

The processed files are inventoried and documented with custodian information. Compound files are
exploded, de-duplicated against the processed data shipment or the entire existing case data, and
optionally filtered by search terms. Full text of files and their embedded documents can be searched
to narrow down a data set for review based on file-level attributes and criteria. Overall the enormous
amounts of ESI will need to be effectively waded through in the most effective way possible.

Each party would be overly ambitious to unilaterally tackle their and the other partiesechnical data
processing issues. There are simply too many unknowns and gaps of knowledge to formulate an
accurate strategy. Many technological issues will arise at this point and both sides should start
communicating about how processing will occur well before any data is processed.

There are several data processing issues to discuss.

Lock Down File Types

Email, Excel spreadsheets, PowerPoint presentations and Word document by and large constitute the
majority of pertinent documents used as generally as ESI evidence in court. Nevertheless, most

custodians have thousands of worthless types of files on their hard drives. Processing each type of file
f200SR 2y I OdzAd2RAlIyQa O2YLJziSNI gAftf RNRARODS
approving the universe of relevant file types to be produced to the other side.

Identifying the Relevant Custodians

Any negotiated stipulation agreement noting custodians should be fluid and allow for growth. More
often than not the parties are likely to uncover additional key custodians while reviewing the ESI. The
ability to sequester data from any newly found custodians should be memorialized in any processing
protocol.

dzL
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Deal with Duplicates

Ideally, both parties should agree ahead of time whether they wish to deploy file de-duplication
system-wide or on an ad hoc case-by-case basis. Knowing which data sources require particular de-
duplication and other processing requisites should also be part of the discovery meeting with opposing
counsel.

Confer on Search Terms

2 A0K G2RIF@Q& YIYY23GK I Y2 dzy &toboll dwnRHe ESItda moréS @S NI 3

manageable level is the essential. Discuss how and when search terms will be deployed to cull and

FAEGSNI GKS 21JJ2aAy3a LI NIeQa RFEGE® t I NIASE &K

any search terms suggested by opposing counsel for your client's data.

In addition, various processing platforms and tools handle search terms in vastly dissimilar ways. Both
parties should be sure they comprehend the technical requisites of the adversary's processing tool of
choice.

Verify Pesky Production Formats

Most courts encourage litigants to tackle ESI production issues way before production. As such, do not
forget to incorporate this critical subject into your conversation with the other side. Typically this is
done at the Meet and Confer conference. Be sure to drill down to production formats prior to
production during your discovery give-and-take.

Courtesy of the Federal Rules of Civil Procedure, parties have multiple ways to produce ESI and
metadata. There is a native production where one produces in the manner the ESI was ordinarily
maintained. Thus, one produces a Word document as a Word document since that is the formant it
which it is ordinarily maintained. An Excel spreadsheet file would be provided to the other side as
an .xls file.

Of course one cannot redact a native document and produce it to the other side. Therefore many
chose to produce is a quastpaperformat. This is a modified version of the native electronic format
such as a PDF or TIFF image. TIFF images are electronic files that are like a picture of the electronic
document. No text or metadata is retained as part of the file.

In addition, parties can also in a reasonably useable electronic form other than the form in which it was
maintained and used. For example, taking all data out of an Oracle database and producing itin a
Microsoft Access database. This is acceptable as a quastnative type of production which can be useful
when dealing with large databases and with other proprietary systems.

AY
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The type of production format agreed upon can and will have practical ramifications on subsequent
time, costs and efficiencies. Knowing which ESI formats will be most beneficial for the case will give
each side a leg up over the competition.

Gonclusion

Of course, collaborating on eDiscovery protocols with the opposing counsel can be complicated. The
parties will need to think carefully about how to engage their adversary, who can and will be better
informed on certain crucial points. Indeed, there can be a myriad of other complex issues to discuss
when it comes to digital evidence - in addition to those mentioned above.

Remember however that the more each side communicates, early on, the more ESI issues,
aggravations and possible sanctions will fall by the wayside. Whether and how each side
collaboratively wrestles with these issues can ¢ and will ¢ determine whether their next case that
involves electronic discovery fails or succeeds.

LGQa GAYS (2 LAO] dzLJ 6 KS LXK2ySo

Michael Swarz, J.0Os based in Los Angeles, California, where he serves as VP Marketing and
Operations for eClaris, IneClaris® isreelectronic discovery consultancy and service provider
dedicated to helping law firms and corporations classify, process, and review@&ngtatly stored
information. He can be reached aiswarz@eclaris.com, by phone at 21840-7109, or through
www.eclaris.com.
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E-Discovery and International Commercial Arbitration in 2010

By Thomas Shaw

For large and mediursized corporations (and even many smaller ones), the
norm today is for business transactions wsthme international character. To

1 conflicting laws, corporations have migrated towards using arbitration instead of
. S litigation. Thismovesthe matter out of a litigatiorprocess which (at least in
‘ o American courts) includes extensive discovery. As discovery in support of
"‘ litigation can be a significant expense in corporate legal budgets, minimizing
discovery obligations in arbitration is key to reducing commercial legé.co
Having previously discussedDéscovery in international litigatioh this article will focus on-Biscovery
in internationalcommerciakrbitration, with additional explanations for arbitration in the Asia/Pacific
region.

To understand e-Discovery in international arbitration, it is necessary to first understand how

international arbitration works. For international commercial disputes, the parties may agree in

advance or post-hoc to use one of a number of institutional arbitration bodies to resolve their disputes.
¢tKSaS 02RASa YlIe& dziAfAl S GKSANI 26y NHzZE Sax Nz
created in whole or part by the parties. Or the parties may engage in so-called ad-hoc arbitration
based on the UN or theirownrulesoui 8 A RS (G KS AyadAaddziazylf | NbAU
arbitration law, its predecessors and progeny are first discussed, then the various international and

regional institutional arbitration organizations and rules before moving on to the e-Discovery specific
aspects of international arbitration.

International Arbitration Framework
The United Nations Commission on International Trade law (UNCITRAL) is an organization dedicated to

FANIKSNAY3I ddKS LINPINBEIAAODS KAMNMSWYTIEARYY I ViR
AYLINR@S&a GKS afS3aFft FNIYSE2N] F2NIAYUGSNYFGA2YI

use by States in modernizing the law of international trade and non-legislative texts for use by
commercial partiesinnegotial Ay 3 (NI yal OlGA2yaodé Y2y 3 20KSNJ

I R2LIGAZ2Y & ylIraA2yaQ R2YSauAO0 tlga yR AyaSNYy

multilateral basis. The UNCITRAL Model Law on International Commercial Arbitratid985 modified
2006) is one such model whose text has been used for laws in approximately 60 countries, including
Australia, Hong Kong SAR / Macau SAR (but not mainland China), India, Japan, New Zealand, the
Philippines, South Korea and Thailand in Asia. This model law is set up to provide countries with a
standard but modifiable statute template to encourage them to set up similar domestic statutes so

1 Thomas Shaw, International EDiscovery U.S. Litigation Exposure for Asia/Pacific Corporations
EDDE Journal (newsltr. of the ABA Sec. Science & Technology Law) Volume 1 Issue 1 (Winter 2010).

minimize the cost of any disputes that arise, involving multiple sets of potentially
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that arbitration-based disputes can be handled under similar rules when the dispute is international
(but also allow for customization for any significant local policy).

¢KS a2RSt [Ig 62Nl & Ay O2yedzyQiAzy 6AGK (KS BbSa
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Arbitration AgreementA7): An arbitration agreement may be a separate agreement or a clause in

a contract and must be in writing. Revisions to the Model Law in 2006 modernized the meaning of
GAY SGNAGAYy3Ie adzOK GKIFG St SOGNBYAO O2YYdzyAOl
inspired by three subsequent UN documents on e-Commerce,? all of which I discussed recently in a
separate article.?

Interim MeasuregA17): The arbitral tribunal can order the preservation of evidence that is
GNBtSOFryd yR YFGSNAFE (2 | RA&Lzi Soé

Rules of Proceduf@19): The parties are free to agree on the procedural rules and if no
agreement is reached, the arbitral tribunal may utilize its own rules. These include the ability to

RSGSNN¥AYS GKS aGFrRYAaaArAoAtAGes NBfS@OFIyOSz YI|i

Statement of Claim and Defen@®3): When submitting their claims and defenses, the parties are
also to submit or reference documents to support such claims and defenses.

Default(A25): A party that does not submit documents may have the arbitration decided on only
the evidence actually presented.

Taking Evidenc@\27): Courts may be asked to assist in the taking of evidence, according to its
rules of evidence.

Recognition and Enforceme{#35) / Grounds for Refusal of Recognition and EnforcerfAs):
These provisions complement and do not conflict with the rules of the New York Convention.

Before UNCITRAL was set up in 1966, there was the UN Convention on the Recognition and
Enforcement of Foreign Arbitral Awardlsvy dppy = GKS abSg [ 2N] [/ 2y @Sy
draws many of its provisions. It was created to prevent discrimination against the recognition and

A
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sought) arbitral awards and to give full effect to arbitration agreements by denying access to courts in
lieu of using the arbitration process. In addition to being complemented by certain Model Law

? The UNCITRAL Model Law on Electronic Comme(t896), the UNCITRAL Model Law on Electronic Signatuf2801), and
the UN Convention on the Use of Electronic Communications in International Corf2@ass

* Thomas Shaw, Asia/Pacific €Commerce Law 2010Primer for Corporationgsia Law News (newsltr. of the ABA Sec. Intl.
Law) Volume 1 Issue 1 (Winter 2010).
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provisions, it is still important for those countries that have not passed the Model Law (in Asia this
includes Indonesia, Malaysia and Vietnam) or where those Model Law provisions on recognition and
enforcement were not implemented. It has come into force in over 140 countries across the world.

International Arbitration Rules
UNCITRAL also has its own arbitration rules which can be used in ad hoc situations or under one of the

AYGSNYFGA2YFE | NDAGNI & wailgthese NiBscoier dorhelbfih sareQ  LINE

ground as the Model Law, there are additional provisions and the additional detail needed to actually
prepare for and conduct an arbitration proceeding. One example is a model arbitration clause that can
be inserted into arbitration agreements or contracts. Other relevant provisions for discovery include:

EvidencgA24): The arbitral tribunal has the ability to require the parties to "produce documents,
SEKAOAGA 2N 20KSNJ SOARSYyOSw¢

ExpertgA27): The arbitral tribunal can appoint experts to report on issues determined by the

GNROdzy | £ @ ¢CKS LI NIASE INB NBIdZANBR G2 3IAQGS

Beyond UN rules are a number of private international institutional arbitration organizations with their
own rulesets. Three of the leading such organizations are the International Centre for Dispute
Resolution (ICDR) which is the international branch of the American Arbitration Association, the
London Court of International Arbitration (LCIA) and the International Chamber of Commerce (ICC).

| SN NP a2YS LINP@GAaAAZ2Ya NBfSOlIyld FT2NJ RAaoO208

ICDR - EvidencéA19): The arbitral tribunalcanorRS NJ LJF NI A Sa &
SEKAOAGA 2N 20KSNJ SOARSYOS Al RSSya ySO
to support their own claim or defense.’

LCIA - Additional Powers of the Arbitral Tribur{fal2.1(e)): The arbitral tribunal can order either

LI NI e (2 aLINRPRdzOS X Fyeé R20dzySyida 2N Of aas
GKAOK (KS I NDPAGNIf ¢NAFPdzylf RSGSN¥YAYySa (2 o

ICC - Establishing the Facts of the Casé H n ®p 0 Y ¢ KS luNibok anNdarfy tod NR& 0
LINE ARS T RRAGAZ2YLIE SOARSYyOSoé

In Asia, private institutional arbitral organizations are typified by the Hong Kong International
Arbitration Centre (HKIAC), the Singapore International Arbitration Centre (SIAC) and the Japan
Commercial Arbitration Association (JCAA). Each organization is founded upon local arbitration
statutes. The provisions from their respective rules relevant to discovery include:

* UNCITRAL Arbitration Ruleg1976).

® ICDR International Arbitration Rule&009).
® LCIA Arbitration Rule€1998).

"ICC Rules ofArbitration (1998).

102 LINRRdAzOS
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HKIAC - EvidencgA23.3): The arbitral tribunal has the ability to require that the paNIi A Sa & LJIN|
R20dzySy(iaé¢ odzi NBGIFIAYya GKS NRIKG ad2 I RYAD
Arbitration OrdinancE G KS | NDAGNI f (GNAodzyl f YI% aRANB

SIAC ¢ Additional Power of the Tribungd24.h): The arbitral tribunal has the ability to require that

~

P R

GKS LI NIASa G2 GadzZdiy e O2LIASa 2F Fyeé R20dzy§Syi

O2yaARSNE NBf SOOI y i imeérnatiohayARuirakioniAktife afbifraftabkinalBaNS Q &
GKS LR2oSNI RRAO2BREE® 2F R20dzYSy i & ¢

JCAA ¢ Application to Present Evidence and Examination of EvidB&¢d-5): A party can request
GKFG GKS GNAodzylf G2NRSNJ GKS 20KSNJ LI NIe G2

tribunal can order the productioy’ A F A0 O2yaARSNER Al aySoOSaal N
GF1Ay3a Ay F002dzyi GKS 2 LAY A2 Arbiraion liyghe axdiral LI2 v

tribunal can enlist the assistance of the court in taking evidence including documentary evidence.*

Under all of these international and regional arbitration rules, there is no specific mention of e-
Discovery and its specific issues (e.g. metadata, inaccessibility, multiple originals, multiple formats,
data backups, varying technical mediums and standards, search, versions, forensics, inadvertent
disclosure, ephemeral data ). There are only general procedures for evidence handling and
occasionally for discovery, often at the behest of the tribunal. Parties need additional rules fashioned
specifically for e-Discovery, so we will need to look further.

International Arbitral Evidence and-®iscovery
hyS Ll2aaiofsS az2dz2NOS Aa (K SRulesoi BNJAKING &f Bwbénte in. | NJ

International Commercial Arbitratiod m dpcp p 0 ® ¢tKSAS 6SNBE ONBIhGSR 4]

conjunction with, and adopted together with, institutional or ad hocrules or procedures governing
AYOSNYFGA2Y Lt O2 Soms dfdberélelant broldsidngitakdn tromAryicke ® ¢
Doawmentsand Article 9 Admissibility and Assessment of Evidearee

A3.2/A3.9: Any party can request document production from the other party or the arbitral
tribunal may request such documents on its own initiative.

A3.3: The production request mustbef2 NJ I ay I NNB g FyR aALISOAFAO (
such documents are relevant and material to the outcome and that the requester believes they
are in the possession, custody or control of the other party.

A3.4/A3.5/A9.2: The other party must produce the requested documents within the specified
timeframe, unless an objection is raised on one of the following grounds:

® Hong Kong, Arbitration Ordinancg1963), sect 2GB(1)(c).
® Singapore, International Arbitration Ac{1994), §12(1)(b).
1% Japan, Arbitration Law(2003), Article 35(1).

T« o
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lack of sufficient relevance or materiality

legal impediment or privilege under the applicable legal or ethical rules
unreasonable burden to produce the requested evidence

loss or destruction of the document(s) is reasonably shown to have occurred
compelling grounds of commercial or technical confidentiality or special political or
institutional sensitivity

1 compelling considerations of fairness or equality of the Parties.

=A =4 -4 -4 -4

A3.8: Parties may also request documents in the control, custody or possession of third parties.

A9.4: If a party fails to timely respond to a production request or an order from the arbitral
tribunal to produce documents, i KS GNRA O dzy f GKSY aYlé& AYyFSNI (KL
I ROSNRS G2 (GKS -profutiNdya G aé¢ 2F GKS y2vy

The ICDR begins to address e-Discovery in its Guidelines for Arbitrators Concerning Exchanges of
Information(2007). The objective of these guidelines is to give consideration to the differences
between litigation and arbitration in dealing with requests for document production and for the
FNDPAGNI € GNARodzylf G2 O2y aAiRSNJI A dindpler|ladzsi@xdersNdande ||y R
more expeditious process® & {2YS 2F (GKS {1S@&@ 3dzARSftAySay

GeneralG1): The tribunal manages the exchange of information between the parties under the
principles of efficiency, economy, no unnecessary delays or expense, avoiding surprise, equality of
treatment and the ability to present claims and defenses fairly. It is only in consultation with the
tribunal that these principles may be deviated from.

Documents on which a Party Rel{@8): Parties should exchange such necessary documents in
advance of the arbitration.

Documents in the Possession of Another R@3¢): From a request specifying their materiality
and relevance, a reasonable belief in their existence and the specific documents or class of
documents, the tribunal can order production of such documents.

Electronic Documen({&4): Requests for documentsA 'y St SOGNRYA O FT2NY &Kz dz
F20dzaSR YR aGNHzOGdzZNBR G2 YI1S &aSIFNOKAYy3I F2NJ
200dzNJ Aa GKS FT2N¥Y GKFG A& avyzad O2y@dSyASyld [y
CostqG8a): Document requests must be justified for time and expense and the tribunal may

allocate the costs or condition granting of a request for information exchange on payment of all or
part of the cost by the party seeking the documents.

Complianc€G8b): The tribunal may draw an adverse inference from the failure to comply with an
order for information exchange.
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In comparison to the U.S. Federal Rules of Civil Proced(RRCP), there are few rules addressing (or
even allowing) e-Discovery under international arbitration. Where rules do exist, as with these IBA and
ICDR evidence rules and guidelines, it is still a significant difference from what is allowed in U.S. federal
cases. For U.S. lawyers involved in international arbitration, they must disavow themselves of the
notion that they will get discovery of all relevant, non-privileged data.** Second, they must be aware
that the documents they seek exist instead of looking for their existence in discovery and should not
expect mandatory initial disclosures.? Third, they may be required to pay for a discovery search that
they request, even if it not considered not reasonably accessible due to an undue burden on the party
receiving the request.”® Fourth, court sanctions for not participating in discovery should not be
expected.'* Fifth, concepts such as litigation holds, preservation notices and safe harbors for routine,
good-faith deletions under such may not apply.* The parties may of course avoid all this by agreeing
to their own (FRCP-like) rules.

Further attempts to modify the rules of arbitral evidence for e-Discovery include new draft rules from
the IBA. These rules, expected to be approved shortly, include these relevant revisions which
incorporate some of what is typical in FRCP-based discovery.

A2.1/2: ConsultationsamongtK S LJ NIAS& FyR (4KS {GNARodzyl t I

SO2y2YAOIfT YR FFIANE LINRPOSaa FT2NJ GlF1Ay3 SgaA

requirements and procedures for party production of documents.

A3.3(a)(ii): TherequesttoproduceR2 OdzyYSy da Ay St SOGNRYAO T2N¥Y

specific files, search terms, individuals or other means of searching for such Documents in an
STFAOASYU YR SO2y2YAOIt YIyySNWe

A3.3(c)(1): The request to product documents must state they are either not in the custody,
O2y GNRE 2NJ LlRraaSaarzy 2F GKS NBdzSadAy3a LI
the requesting party to produce them.

l o ®MHY 520dzYSyia Ay StSOUGNRYAO F2NX akKklff
SO2y2YAOlFfté¢ (G2 GKS LINPRdzOAY3I LI NIeé& GKFG Aa

For parties that can agree on the type of document disclosure to use in arbitration, the International
Institute for Conflict Prevention & Resolution has recently created a protocol.’® Under this approach,

I Fed. R. Civ. P. 26(b)(1).

"2 Fed. R. Civ. P. 26(a)(1).and 26(b)(1).

B Fed. R. Civ. P. 26(b)(2).

“Fed. R. Civ. P. 37(f).

' Fed. R. Civ. P. 37(e).

'® CPR Protocol on Disclosure of Documents and Presentation of Witnesses in Commercial A@a}ion
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there are four general modes of disclosure, with an additional four modes for electronic documents,
which are shown below.

Mode A: Disclosure by each party limited to copies of electronic information to be presented in
adzLJLJ2 NI 2 F  { K Irini-out.dF aNdiher 2dsondbly usablefork.y”  LJ

Mode B: (1) Disclosure, in reasonably usable form, by each party of electronic information
maintained by no more than X designated custodians. (2) Provision only of information created
between the date of the signing of the agreement that is the subject of the dispute and the date of
the filing of the request for arbitration. (3) Disclosure of information from primary storage facilities
only; no information required to be disclosed from back up servers or backup tapes; no disclosure
of information from cell phones, PDAs, voicemails, etc. (4) No disclosure of information other than
reasonably accessible active data.

Mode C: Same as Mode B, but covering a larger number of custodians and a wider time period.
The parties may also agree to permit upon a showing of special need and relevance disclosure of
deleted, fragmented or other information difficult to obtain other than through forensic means.

Mode D: Disclosure of electronic information regarding non-privileged matters that is relevant to
Fye LI NleQa OflFAY 2N RSFSyaSs adzomeSOi G2 A
burden.

One final consideration in planning for international arbitration discovery is the assistance to expect
from U.S. courts for discovery of documents located in the U.S. The ability of an arbitral tribunal to
order discovery may depend on support from the courts in which the party being requested to produce
resides. If that party is resident in the U.S., the federal district courts may order discovery in support of
the foreign arbitral tribunal. Under the U.S. code section 1782, federal courts can order a person
residing n their district to produce documents "for use in a proceeding in a foreign or international
tribunal.""’

According to the U.S. Supreme Court in Intel v. AMDone of the items that must be considered by a
district court in use of its discretion to issue as discovery order is whether the foreign tribunal is
receptive to U.S. judicial assistance, which is by no means certain, as it was not in this case.'® At the
same time, the Court made it clear that such documents are not required to be discoverable under the
rules of jurisdiction where the arbitral body sits, but reciprocity and attempts to skirt local rules should
0SS LI NI 2F F OBdNI Q& O2yaARSNI GAZ2Yy ®

728 U.S.C. §1782(a).
' Intel Corpy. Advanced Micro Devigdsc, 542 U.S. 241 (2004).
19
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Finally, while the Court endorsed the point that foreign arbitral tribunals are within the definition of
FT2NBAIY GNROdzytfasxs Ad RAR y2i aLISOAFAOIHef & A&
scope of the statute.?® Since then, different courts have reached varying conclusions about such

02RASA o0dzi LISNKI LA GKS Y2NB LISNEdzZ- aA@Ss 3IAGSY

RSOAaA2ya YIF{SNRBRZIE A& (bHnalglinthiskcaSe IAC)NRE @Breign BibuFaR NS A
within the meaning of §1782.2" In a very recent opinion, the fact that an arbitral tribunal was

operating under UNCITRAL rules was deemed sufficient for qualification as a foreign tribunal within the
meaning of §1782.%

Conclusion

International commercial arbitration, unlike US litigation, is not set up to follow the rules of U.S. e-
Discovery practice. As such, practitioners should be aware of what is possible when the parties cannot
reach agreement on the rules to use. While the rules of international commercial arbitration seem to
be moving towards consideration of electronic documents discovery, it is unlikely that the full force of
U.S. e-Discovery rules will be available any time soon, if ever. Corporations should plan for
international commercial arbitration proceedings using the rules that they want to operate under,
includingthee-5 A 8 02 SNE NHzf S& FyR AYyO2NLIR2N}IGS (K2as
arbitration agreements. Whether the company would expect to be defending or initiating the
arbitration may also influence their choice of rulesets (or absence thereof). Given the broad range of
possible discovery rules from international bodies and the ability to agree on their own rules, parties to
commercial transactions should be able to find or fashion the discovery rules that most closely
matches their desired arbitration approach. The key here, as always, is to plan for this in advance of
any commercial disputes arising and to stay attuned to the changes in the rules promulgated by the
international arbitration organizations mentioned herein.

Thomas J. Shaw, Esq. is an attorney at law, CRISGIPP, CISM, ERMFF, ClS%hd CGEIT based in
Tokyo, Japan who works with corporations in Asia and the U.S. on information law (data privacy, info
security,e-Discoverjlitigation readiness), Internet law {eommerce, cloud computing, intellectual
property), transactional law, compliance, information goverreaaad litigation and technology risk
assessment and reductioiite is theeditor of thelnformation Security & Privacy News ¥ N2 Y (1 K S
Information Security Committee. He can be reached via enmibatas@tshawaw.comand on the

web atwww.tshawlaw.com
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Digital Evidence as Hearsay (Part 1)
By Steven W. Teppler

It is my belief thagll digital data is hearsay ilegal proceedings within the.8.
offer computergenerated information into eviden@re inadequateif not
outright failures. Ipropos that until the Federal Rules of Evideree revised to

reflect the ephemeral nature of digital evideneech evidence should be

exception is successfully assertbdsed orheightened reliability requirements

Overview

Subject to certain exceptions not pertinent to this discussion (unfair prejudice, confusion of the issues
and such like), all relevant evidence is generally considered admissible once a proper foundation has
been laid pursuant to Rule 901 of The Federal Rules of Evidence (FRE).

Once authenticated, the FRE provides that hearsay evidence is generally inadmissible unless it falls

under an exception. The FRERS FAy Sa KSI NBlF& & WF adlFdSySyidax

while testifying at the trialorhel NAy 33X 2FFSNBR Ay SOARSYI@BvoG 2
hearsay exceptions generally applicable to digital data embrace notions of trustworthiness or reliability,
and are commonly known as the Business Records Exception found in FRE 803(6) and the residual
hearsay exception set forth in FRE Rule 807. These exceptions to the hearsay rule generally require a
showing of reliability (or in the case of the business records exception, the lack of a challenge in

relation to reliability).

Since digital data is inherently ephemeral and therefore not demonstrably reliable, there is a low bar to
attaining admissibility by operation of a hearsay exception, that is by a literal adherence to current
requirements, which tends to reflect a service that is proffered but not performed.? Accordingly, these
approaches fall short of their intended objective because the FRE (and most judicial authority) does not
properly address reliability issues arising from the inherently ephemeral nature of digital data.

AlthoughthA & aK2NJI O2YAy3a Kl a 06SSy R2O0dzySy (RRFhavénbty OS

been amended to demand of a party seeking to admit digital data that degree of reliability properly
reflective of the frailty of digital evidence.

Until the FRE are revised to directly address the ephemeral nature of this new specie of evidence, an
argument may be made that all digital data is hearsay, and that an affirmative showing of reliability
must be demonstrated if admissibility is to be sought under an exception to the hearsay rule.

! Fed. R. Evid. 801(c).
2 For instance, the well laid out arguments in George Paul, Foundations of Digital Evidend8BA, 2008) 131-149; also
Stephen Mason, Electronic Evidence: Disclosure, Discovery & AdmisdilekityNexis Butterworths, 2007) Chapter 4.

and that thecurrent approaches to dealing with the hearsay exception used to

considered hearsay and deemed inadmissible unless a hearsay exclusionary

LIN
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Although two United States Circuit Courts of Appeal have rejected the comprehensive application of
the hearsay rule to all digital data, it is contended that well-established authority from at least one
prominent Federal Circuit provides the constitutional basis for deeming all digital data as hearsay.
Moreover, and despite the mostly orthogonal arguments made in opposition, the undisputed nature of
digital data itself compels the conclusion that all digital data is hearsay. Finally, this article examines
the potential implications of the application of the hearsay evidence rule to digital evidence used in
both the criminal and civil context.

Untilthe FREF NB NBX Q@A ASR (2 | RRNBaa Ay F2N)¥I (hdrdssek y R

forth in FRE Rule 803(6) and 807 hearsay exceptions, together with recent judicial authority, provide

GKS LINPLISNI a4l yRINRa FT2NJ RSUSNNYAYFGAZ2Y 27F | dzi

and discuss how such an emergingconcept2 ¥ WNBf Al 0Af A8 Q aKz2dzZ R oS
admissibility of digital data sought be offered as evidence.

Background

S5AIAGHE RIEGE A& f&2 1y26y & Wwot SOGNRBYAOI €&

Rules of Civil Procedure (FRCP)® ! OO2 NRAYy It &3 F2NJ LJdzN1IR2 &aSa 2F dzay A

ASYSNIGSR AYF2NNIGA2YZQ 9{LXZ YR WRAIAGIE RI
interchangeably in this article.

The vast majority of information currently generated is digital in nature.® It follows that the vast
majority of information offered as evidence will also be digital in nature, and this trend is reflected in
the December 2006 amendments to the FRCP.” Digital data is inherently malleable, or ephemeral.® The
inherently ephemeral nature of computer-generated data creates new issues that have a significant
and detrimental effect on reliability, authentication and ultimately on the issue of admissibility. To date,
these issues remain largely ignored by both the bench and the bar, and directed into unsuitable
definitions or relegated to obsolescent analyses. The reason for this ignorance or misapprehension is
probably the result of a basic misunderstanding of the nature of both computer-generated information
and the variable nature of the computing environment by which such information is generated. The
result of this general misunderstanding can be seen in the current mixture of judicial approaches to the
admissibility of digital evidence.®

¥ Peter Lyman and Hal R. Varian, How Much Informationat http://www2.sims.berkeley.edu/research/projects/how-much-
info-2003/.

* Fed. R. Civ. P. 16(b)(5); 26(a)(1)(B), 34(a), (b); 37; 45(a)(1)(C).

. NHzOS 1 © bSIENRYS W2y { i yf @& LifeAfierSatb8ngs-Oxle The Merdedbf SifddmatighR
Security and AccountabilityQIurimetrics JournaVol. 45, No. 4, Summer 2005, 379, 387.

Compare{ G ® / fF ANJ @b W2 Ky y6&.Qupp. Zu 72 (.05 Tes, 1099){ digitaldaraltaken firoyh Ehevirternet
RSAONROGSR | ¥l o2 R HANGMRATAIv. Ford Marketing G&pPF.R.D. 548, *552 (E.D.N.Y.1973)
WLY NBfeAy3 dzLl2y RFEGF LINRPOS&aaAy3d o6& I+ YIFIOKAYySsT GKSNB
reliability of the machine operations than that of the manual procedure supplanted, whether it be bookkeeping, order
LINBLI NI GA2YyZ 2NJ YIFIGKSYIFGAONE O2YLIzil GA2y Q@
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It should be made clear at the outset that the FRE never refers to or directly addresses digital evidence.
The FRE predate by decades the 2006 electronic discovery amendments to the FRCP, and so it is not
surprising that the FRE makes no mention of ESI. Despite the approach of the thirtieth anniversary of

YSIFEN) dzoAljdzA @ K28SOSNE GKS { SARBWordbie? &veddzé S ND A

I dzi KSYGAOFGA2Y LINPOAAARZ2YA 2F wdzxZ S dnanm NBETFSNJ
producing a result” without indicating whether the process or system is a computer, or whether the
result is computer generated information.

¢KS GSNXY WRFGIF O2YLAT I A2y QFRPAHI{eYE an@isefpreBF A U &
included as a record of a regularly conducted activity under what is commonly referred to as the

W, dzarAySaa wSO2NRaQ SEOSLIiAzy (2 GKS KSINBAF& N
OKFG O02YLJzi SN 3SYSNI GSR AYyF2NXYIGA2Y A& | &dz &

of analysis under the business records exception:®

Wo5STSYRIyG6 R2Sa y20 RA&LMzS GKS ¢Sttt Sa
O2YLIAEtFGAZ2ya YIe O2yaidAddziS odzaiySaa NBO2
admitted at trial if a proper foundation A & S & (i lUdited\ Siate SVR@GIT50 F.2d 1354,
1364 (7th Cir.1984) (citing United States v. Young Brothers, Ji@@8 F.2d 682, 694 (5th Cir.),

OSNIi® RSYASRI ncdg | of @ yy m3U.Suvi Hayes 861284 1251 n ¢ 3

*1228 (10th Cir. 1988).

Wi odzaAySaa NBO2NR YIFeé AyOfdzZRS RIFGlF &0G2NBR

for presentation in court, so long as the original computer data compilation was prepared

pursuant to a business duty in accordance with regular 6 dza A Y S & &Potaiikin Gadillad S & Q
Corp. v. B.R.l. Coverage Cd3p.F.3d 627, 632 (2d Cir.1994). Health Alliance Network, Inc. v.
Continental Cas. C&45 F.R.D. 121, *129 (S.D.N.Y., 2007).

I aSO02yR | LIISHNYyOS 27F UK SFRERSI&WL(bMRtcuriduslydalyY LIA £ I {
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TNRY 6AGKAY G(GKS O2yGSEG 2F | dzi KSy G MdnalfREY 3 | Wt d
NEFSNBYOS (2 WRIGF O2YLAfLFIGA2YQ A& F2dzyR Ay wdz

required to prove the content of a writing, recording or photograph.® w2 NA GAy 3 | yR NBO

RSTAYSR Ay LISNIAYSYy(d LI NL G2 AyOfdzRS Wi SGGSNAZ

handwriting, typewriting, printing, photostatting, photographing, magnetic impulse, mechanical or
St SOGNRBYAO NBO2NRAY3I: 2N 20KSNJ F2NX¥Ya 2F RIFGI

" Fed. R. Evid. 901(b)9.

® Fed. R. Evid. 803(6). Curiously, the FRE Rule 807 residual hearsay exception rule makes no mention of data compilations.
® Fed. R. Evid. 901(b) 7, 8.

' Fed. R. Evid. 1002.

Hd.
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FREArticle X:Digital OF { I S2IdaNDH& Q

With the vast majority of all information generated today originating as electronic or computer-
generated data, the inescapable conclusion to be drawn is that digital data will become the main
source of evidence used in modern litigation. Despite this massive shift in specie of evidence, there has
been a relative paucity of judicial authority, and certainly no emergent majority view dealing with the
vagaries inherent in respect of computer-generated information and the directions for its admissibility
into evidence.

l'a SINIe& Fa GKS f+F3GS Mt nQas 2 dzRrEESoxefldtith@dique NRA {4

evidentiary issues presented by the inherently ephemeral nature of computer-generated data.*?
Unfortunately, the current FRE do not directly address the unique authentication or admissibility issues
raised by this massive shift from evidence in physical format to evidence in digital format.™ It is hoped
that the recent amendments to the FRCP will accelerate corresponding amendments to the FRE.* Until
such a time, attorneys and judges will continue to deal with inconsistent, and at times contradictory
evaluative admissibility frameworks for digital evidence.

Adding to this unwieldy and inconsistent framework is a general lack of understanding by attorneys
and judges of what constitutes computer-3SyY SNJ G SR AYF2NX I GA2Y I YR ¢
AYTF2NNIEGA2Y Qb ¢ KS  adeuabttd$rfoiatidnlis bigad in hature, an@@extatadzi S N
processed, viewed, printed out, or stored is composed of ordered sets of zeroes and ones.™ This binary

data are acted upon (processed) by other ordered sets of binary data comprising the operating system

and other data processing software applications to produce what are commonly referred to as a data
files®W{ 2 dzNDOSQ RI GF I NBZ GKSNBTF2NB Ffglea O2YLNA
rendered, by the operating system and various applications to produce files. These files are generally

further processed by other applications to produce images that can be viewed on a screen, or can be

viewed by printing the data out on to paper.!” Nevertheless, the source data for either an image

viewed on a screen or a computer-generated paper printout are the binaries, or the ordered sets of

zeroes and ones, that comprise the true, or source data, used to produce the screen image or paper

printout. The data (or information) actually read or perceived by a human reader (or members of a

2dzNB U &aK2dzZ R GKSNBF2NB 00S 20 yra AURBINSGRE 12KFS d A il

122 McCormick on Evidence §294 (6th edition, 2006), Commonwealth v. Klinghoffes64 A.2d 1240 (Pa. 1989); in a noted
1976 dissent, Judge Van Graafeiland presciently pointed to the need to amend the rules of evidence to address the
admissibility issues presented by computer-generated information; Perma Research and Development v. SingevVaw.
Graafeiland, J dissenting, 542 F.2d 111, 124-26 (2nd Cir.1976): It is unfortunate that more than three decades later, no such
amendments have been adopted, and the current inconsistent approach to authentication and admissibility is the direct
result of that failure to amend.

132 McCormick on Evidence §294 (6th edition 2006).

“Fed. R. Civ. P. 16(b)(5); 26(a)(1)(B), 34(a), (b); 37; 45(a)(1)(C).

> Bruce H. Nearon, Jon Stanley, Steven W. Teppler, and Joseph BurtonZ LifedAfter Sarbanes-Oxley: The Merger of
LYF2NXYIGAZ2Y {SOdzZNAGE FyR ! O02dzyiloAtAleqQod

*°1d. at 388.
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origination data.'® In other words, while a person might read, hear or see computer-generated data, it
is impossible to read, hear, or see source computer-generated source or origination data. In order to
perceive source computer data as native data, it is necessary to interpret the language in which that

RFGF Aa oNROGGSY 6adzOK Fa W Q 2N WxAadzZ € . aid

it is necessary in turn to understand the language in which it is written. The ultimate aim in
understanding or examining computer-generated information is to understand the assertions, or
speech, of the computer programmers (all of which are human) who by object code or source code
provide the instructions to computers to make conditional statements.

Admissibility Generally

¢KS LINPOSRdAz2NI f &aOKSYlF Ay GKS 'yAGSR {GFrdadSa WwN

rules that make it clear when proof has been formally proffered before it is introduced and then may
be considered by the trier of fact in resolving fact issues. The proponent needs to know how to
introduce evidence, the opponent must know when to object, and the judge needs to know when to
rule. The rules of practice concerning presentation of evidence, offers of proof, and objections all are
RSaA3IYy SR (2 &SdroizNds the KRR piovidedhe cftaktdalyroundwork (further
interpreted by case law) in accordance with which counsel may offer evidence, or challenge, impeach,
or rebut such evidence. The FRE, together with case law precedent, provides guidelines for a court in
determining evidentiary rulings. The provisions of the FRE lend themselves to a flow chart of actions
that must be taken by a party submitting digital evidence, and decisions to be made by a judge, before
any such admission into evidence.

' There is much confusionastotheterm W2 NA A Y I f Q | &4 HAEyISNLIGSRA R 2 | @2 ¥ K& SN
66KAOK AYLEASE W2NAIAYQO NI GKSNI GKFy W2NRIAYEEQ Adeda §R

application of the FRE to computer-generated information. The commonly used definition for original is incompatible with

GKS 02y OSLIi 2F WAYAGAITQ WFANRGQ 2NJ WSINIASAGQ neeA (K W2

WhNAIAYEFEEQ RAIAGIHIRRAVIFSEHIAOB 40 0O yTF DN NBLINERIIHOSE @ ! v A

2NRAIAYLIE® 51 GF FAESa Yre Ay FLOGX 6S WRdAzZLX AOFGS r2NAIAY

refers to the characteristics of the source of the data, the environment (including controls) and provenance of the initial

ONBIFiGA2y 2F RAIAGFE RIGF® ¢Kdzax GKS R2LIIA2Y | yRasadzo &
more appropriate. It should also be noted that i KS | R2LJiA2y 2F GKA& GSN¥Y | fazyYBSQNY
F2NI RAIGAGEE RIEGE ONBLFGA2Y D 2KAES WFANRG AyadlyiARdREOQ

data can be created at many different times.
¥ 1 McCormick on Eviden&&1 (6th edition).
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1: Is the ESI Relevant?
(Rule 401, 402)
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Yes
¥

2: Is the ESI Authenticated?
(Rule 901 and 902)

Yes
¥

3: Is the ESI hearsay?

{Rule 802)

Yos

e

4: If hearsay, does it fall under

Rule 803 exception?

'——Tnu—1

No J{ ESIis inadmissible

Ho ._ Following hearsay

!

analysis does not apply

¥

4a: Does it fall under
Business Record exception? (Rule B03(8))
‘Ifa-a.llurl_.

4b: Was it made at or near the time
of the assertion was made?

|
Yo, but...
L 4

._"Inm

4c: Does the source (computer or person) of

information indicate lack of trustworthiness?

L
Mo, but.
b

4d: Does the method of preparation indicate

v

lack of trustworthiness?

5: If hearsay, may be admissible under 807 -
Residual exception (all other hearsay)

IT any of - ba: Does hearsay have eguivalent
m = circumstantial guarantees of trustworthiness 4
e undor 44 | @s under 803 and defined in 4b, 4c and 4d.

i_mn_*

IT Y88 under 4b,
AN MO UNDET 42,
and ne uner 44

5b: Is the statement offered as
evidence of a material fact?

||
Yos
L
5c: Iz the statement more probative on the
point for which it is offered than any other

b 4

evidence which the proponent can procure
through reasonable efforits?

| ]
Yos
¥

ESl is admissible

ESlis inadmissible

5d: Will the general purposes of the FRE and
1Ilﬂl the interests of justice best be served by

dmission of stat it into evidence?

t

e
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The decision points of this flow chart are not fixed, and, subject to existing precedent, they provide a
judge with the discretion to determine the admissibility of an item of evidence. Moreover, attorneys
are aware that evidence, whether a thing, a record, a photograph, or testimony, is not admitted
automatically into trial for scrutiny by a jury or judge. For reasons not pertinent to this discussion (such
as privilege and prejudice) computer-generated information sought to be admitted (and otherwise
admissible) may be excluded (or not permitted to be used at trial).?® It should be understood that
whilst any point reached along the FRE flow chart discussed in this article may be favorably met,
admission is not necessarily guaranteed by laying a proper foundation for authentication, or by the
applicability of a hearsay exception.

Generally, therefore, all relevant evidence that is not privileged is admissible.?* Once the initial hurdles
of relevancy, privilege, prejudice, and such like have been met by a party offering the evidence,
evidence must be authenticated by some means that satisfy the requirements of 901(a) FRE that

SOARSYSH WWBQ®» LINBLRYSYyd OflFAYaQ:s 2NE a Y2NB

LJdzZN1J2 NJfa (2 o6SoQ

WeENFRAGAZ2Y T Q | dziKSYGAOl GAzYy

In order for evidence to be admissible, it must be identified or authenticated by extrinsic evidence in a
manner that complies with FRE Rule 901(a). Examples of methods of authentication are set forth in FRE
Rule 901(b). Such methods include the testimony of a witness or witnesses with knowledge, expert
2LIAYA2YS RAAUGAYOUADBS OKI NI OGS tichlai meth@dr prétesyilk (1 K
producing a particular result.®

WeNFRAGAZ2Y T Q KSIENBRI S

While FRE Rule 901 addresses authentication as a pre-condition to admissibility, FRE 801 refers to the
exclusion of hearsay evidence even if the party offering the evidence lays a proper foundation for
authentication. Accordingly, Article VIII of the FRE effectively imposes a post-authentication
requirement that a hearsay determination be made as a second pre-condition to admissibility. In order
to be admissible, therefore, the evidence offered must first be authenticated or it is excluded. Even if
authenticated, the evidence is excluded if deemed hearsay, unless the evidence falls under an
exception to the hearsay rule.? The result, which is common to the operations of Rule 901
(authentication) and Rule 801 (hearsay rule), is to permit or preclude the admissibility of evidence at
trial. The authentication provisions of FRE Rule 901 and the hearsay exclusionary provisions of FRE 801

% Fed. R. Evid. 104 (a), 402 (relevance); 403 (prejudice, waste of time); 501 (privilege).
?! Fed. R. Evid. 401, 402.

% Fed. R. Evid. 901(a)

% Fed. R. Evid. 901(b)(1), (3), (4) and (9).

?* Fed. R. Evid. 803, 807.
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may therefore be considered to occupy equal status in respect of admissibility. Finally, the FRE permit

postl RYA&&A2y AYGUNRBRdzOGA2Y o0STF2NB | 2dNBE 2% NBf

Once authenticated, evidence may be deemed hearsay and inadmissible, or it may be deemed hearsay
but falling under an exception to the hearsay exclusionary rule, in which case the evidence maintains
its admissible status.

Hearsay, which is defined as an out-of-court statement made by a declarant at a trial or hearing,
offered in evidence to prove the truth of the matter asserted, is generally not admissible.?® There are,
however, certain exceptions to the hearsay rule, where, under certain conditions, a court is permitted
(but not required) to admit evidence that would otherwise constitute inadmissible hearsay.?’ One
major exception is provided for by FRE Rule 803(6), and is typically referred to as the Business Records
Exception. The residual hearsay exception provided by FRE Rule 807 permits admissibility of other
types of hearsay based upon equivalent showings of circumstantial trustworthiness (such as those
enumerated in Rules 803 and 804).%

Lack of uniformity in the judicial approach

There is no uniformity of approach in lower court decisions towards the issue of authentication and
admissibility of computer-generated information offered as evidence for trial. The issue is complicated
by the absence of any United States Supreme Court guidance as to whether digital data is inadmissible
hearsay, or not. This lack of Supreme Court guidance has not escaped judicial notice.? Some judges
appear to view all computer-generated information as hearsay, perhaps saved from exclusion by
qualifying under the business records exception.* Other judges do not consider certain types of
computer-generated data as hearsay, and only require an FRE Rule 901(b)(9) showing that the
evidence is an accurate result from a system or process. In more recent decisions, however, judges
have tended to consider a higher degree of evidential reliability, even for laying a foundation under
FRE Rule 901.%

The approach to electronic evidence posted on the internet by one judge, seems to indicate a marked
disinclination to admit computer-3SyY SN} 6 SR AYF2NX I GA2Yy o6& fl o0Sf
incapable of finding abasisforadmid & A 2y dzy RSNJ 01 KS WwWY2ad A0 SN

% Fed. R. Evid. 104(e).

% Fed. R. Evid. 801(c).

*"Fed. R. Evid. 803.

% Fed. R. Evid. 807.

 Hawkins v. Cavatt006 WL 2724145 (N.D. Cal 2006).

Vo /AN g W2KY y6&.Qupp. Zu 872 (E.5 Te, 2099 KNA YLIE Ly Oos

%! In re Vee Vinhne&36 B.R. 437 (9th Cir. BAP 2005); In re Vargas396 B.R. 511 (C.D. Cal. 2008); Lorraine v Markel
American Life Ins C&41 F.R.D. 534 (D. Md. 2007; State v. Swintoy847 A.2d 921 (Conn. 2004); Rodd v. Raritan Radiological
Associates860 A. 2d 1003 (N.J. Sup. A.D. 2004).
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exception rules.* The Court in the St. Claicase places much emphasis on its understanding (some of it
presumably apocryphal) of computer-generated data:

Anyone can put anything on the Internet. No web-site is monitored for accuracy and nothing
contained therein is under oath or even subject to independent verification absent underlying
documentation. Moreover, the Court holds no illusions that hackers can adulterate the content
on any web-site from any location at any time. For these reasons, any evidence procured off
the Internet is adequate for almost nothing, even under the most liberal interpretation of the
hearsay exception rules found in Fed.R.Civ.P. 807.%

Other judicial authority accords a greater degree of presumptive trustworthiness or reliability to
computer-generated information and is friendlier to its admission as evidence. The United States
District Court for the Central District of California, relying on a 9th Circuit precedent, specifically
eschews the St. Claimpproach in favor of admitting print-outs of computer logs from a web site.*
Although the court in Perfect 1Gacknowledges a reduced evidentiary standard in preliminary
injunction motions, it nevertheless ruled certain print-outs of web pages admissible after considering
the declaration of the party offering the print-outs together with the circumstantial authenticity of the
content (internet domain address and the date of the print-outs).* Nevertheless, neither the St. Claie
nor the Perfect 1@ecisions provide any substantive basis for concluding that computer generated
information is, or is not, hearsay.

Efforts to date to categorize computer-generated information as hearsay or non-hearsay for purposes
of admission into evidence at trial have been far from clear ¢ indeed, contradictory at times. To date,
the Supreme Court has not offered an opinion on the issue.* It is generally agreed that most judges
simply (and conveniently) place digital data into the hearsay category as business records, and impose
the requisite corresponding contemporaneity, because statements under the FRE Rule 803(6) business
records exception to the hearsay rule.>” By categorizing computer-generated information only as a
subset of business records, judges have thus been able to avoid the central issues that are uniquely
inherent to the authentication of computer-generated information. The Pennsylvania Supreme Court
recently acknowledged that:

Judicial decisions to date have largely skirted the edge of the problem because they have been
concerned mainly with computerized records made in the regular course of business. [Citations
omitted]. Routinely prepared records, admitted pursuant to business records acts such as 28

Pl /AN G W2 KY yo&.Qupp. 2u @74 (A5 T, W99 KNA YLIE Ly Oos
Bld.at774-775. LG A& LINRBOIl 6f S (KFG GKS 2 dzRRESaftimeaNtBotite MEFEBF, a2 wdz S
not the FRCP.
% perfect 10, Inc. \Cybernet Ventures, In213 F.Supp.2d 1146 (C.D. Cal. 2002).
*|d. at 1154.
zj Hawkins v. Cavali006 WL 2724145 (N.D. Cal 2006).

Id.
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U.S.C. § 1732 are well recognized exceptions to the hearsay rule, because their regular use in
the business of the company insures a high degree of accuracy. Proof of day-to-day business
reliance upon computerized records should therefore make less onerous the burden of laying a
proper foundation for their admission. United States v. Russsupra, 480 F.2d [1228] at 1239-
40.38

The Klinghoffercourt considered that computer-generated information that was not categorized as a
business record as hearsay, but (unlike the court in St. Claiy, admitted the evidence on the condition of

YSSGAYy3 GKS WOANDdzyadlyaGAlFf 3dzZr N> yaSSa 2F (N

of FRE Rule 807:

Where, however, a computer is programmed to produce information specifically for purposes

of litigation, an entirely different picture is presented. Its product, which is hearsay and
conclusory, is not admissible under 28 U.S.C. §1732 or similar state statutes. [Citations omitted].
Under such circumstances, a court should not permit a witness to state the results of a
O2YLJzi SNNa 2LISNI GA2ya ¢gAlK2dzi KIFI@gAy3d GKS
counsel and his use on cross-examination. United States v. Dioguardi28 F.2d 1033 (2nd Cir.),
cert. denied, 400 U.S. 825, 91 S.Ct. 50, 27 L.Ed.2d 54 (1970). Moreover, such availability should
be made known sufficiently in advance of trial so that the adverse party will have an

opportunity to examine and test the inputs, program and outputs prior to trial. United States v.
Russosupra, 480 F.2d at 1241.%°

Indeed, some state judges have made the requirements for authenticating a business record
interchangeable with those for laying a foundation for its admissibility under the hearsay exception.*’

The implications arising from these findings of interchangeability appear to illustrate the poorly
articulated need to incorporate a requirement of showing trustworthiness or reliability (typically a
finding made from within the context of a hearsay determination), into the authentication process.

It is clear that computer-generated information that is not a business record might consist of a digital
photograph of an accident scene taken by a bystander, a computer-generated document containing a
home inventory for insurance purposes, or a non-business related e-mail containing allegedly
defamatory matter. None of these examples can be easily (if at all) included in the business records
category, and it is not surprising that there is no authority directly addressing these examples and
evaluating whethertK S& | NB KSIF NEIFI& 2N y2i® LYRSSR:= Al
specifically mentioned, was to make FRE Rule 801 a limiting definition (and a limiting evidentiary

% Com. v. Klinghoffeb64 A. 2d 1240, 1242-1243 (Pa 1989).
¥ |d. at 567.

L

“F.D.I.C. v. Carabetta39 A.2d 301 (Conn. ALILJ® M h0 WwSIljdzANBYSyda F2N I dzikSyd
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exclusion rule) such that if a specie of evidence did not fit clearly into one of the definitions of hearsay,
it was not to be considered hearsay:

The definition [of hearsay set forth in Rule 801] does not in terms say that everything not
included within the definition is not hearsay, but that was the intended effect of the rule,

FOO0O2NRAY3I (G2 (KS ! RZLS 2 NanlGn--F3R-Y2006 Wii1518142a b 2

citing John W. Strong, McCormick on Evidence, § 246, at 97 (5th edition 1999).*!

With the vast amounts of digital information generated each year, much of it non-business records, it is
clear that a well-articulated approach to computer generated information that is hearsay that falls into
FRE Rule 807 will need to be developed.

| SFNEIF&X RAIAGIEE RIFEGF FYR GKS WRSOtFNIYyGQ

An increase of what at least one judge hasOF £ £ SR I Wi I O1 27F <defidR@dNBE il YV F

evidence is a new and critical complication that arises out of attempts to define computer generated
information.*? This complication involves semantics, specifically those relating to the concept of

hSI NBlF&@d | SINElIe@ Aad RSTFAYSR Fa I wadadldasSySyidzs
GKS GNRALFE 2NJ KSENAY3IS 2FFSNBR Ay S@adRReBrighsS (2
defined in part as an oral or written assertion intended to be an assertion.** A declarant is defined as a
person who makes a statement.*® The FRE appear to state, therefore, that hearsay does not exist

without a declarant, and that the pre-condition to being a declarant is that a declarant must be a

person. The semantic problems arise from the meaning and application of the term declarant as it
appears in the various hearsay provisions of the FRE. A literal interpretation of FRE Rule 803 is that a
declarant may not be computer data or a computer program because neither data nor computer

program is a person.* Indeed, two United States Circuits, and at least one District Judge have held that
GKSNE I O2YLJziSNI 3SYySNI GSa RFEGlF gAGK2dzi GKS
I WRSOf I didfoyeindheatsay. R Sordiefcourts have distinguished between computer

WISYSNI GSRQ YR 02YLMzi SNI wad2NBRQ “ATyatlideNddy | G A 2y

authority is emblematic of the result of a lack of understanding of how computers work, as all
computer information is always first generated. There can be no storage of computer information

itis perhaps with good reason that the Supreme Court of Connecticut noted that the divergent views on computer-
generated evidence arise in large part from the lack of understanding by those at the bar and the bench. State v. Swinton
847 A. 2d 921, footnote 24 (Conn. 2004), at 938.

* State v. SwintorB47 A. 2d 921, footnote 24 (Conn. 2004), at 938.

* Fed. R. Evid. 801(c).

* Fed. R. Evid. 801(a).

* Fed. R. Evid. 801(b).

“® Stevenson v. Stat820 S.W.2d 342 (Tex.App.-Dallas 1996). Computer not a declarant and information generated by a
computer held not to be hearsay.

" United States v. Hamiltord13 F.3d 1138, 1142 (10th Cir.2005) (file header information accompanying pornographic
images uploaded to the internet held not to be hearsay); see also Hawkins v. Caval006 WL 2724145 at p. 12 (N.D. Cal
2006) header generatedbya ¥ OaA YAt S YI OKAYS g+a y2d KSINalFI& 0SSOI dza$s
*® Hawkins v. Cavalli
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without generation occurring first. Computer-generated information may then be stored, transmitted,
or even deleted, but it must exist before it is stored, and in order to exist it must be generated. This
AdadzS Aa NBfIFIGSR (G2 GKS RAalOGAYyOlA2Yy o0SGsSSYy WwW2N
2F O2YLIzi SN ISYSNIGSR AYF2NNI A2y d | OO2NRAY If|e =
data is fiction, and creates a distinction without a difference, although some might wish the matter was
otherwise.*®

(Part 2 of this article will appear in the upcoming Autumn 2010 issue)

Steven W. Teppler is a Partner at Edelson McGuiraltightech litigation boutique with offices in
/| KAOF32 bS¢ 2N)] /AdGez FYyR [24a !y3aStSas | yR |RA
consultation practice. Steven has practiced law since 1980, is admitted to the bars of New York, the
District of Columbia and Florida, and advises private and public sector clients about risk, liability, and
compliance issues unique to electronic data generation, alteration, transmission and archiving. He al$o
lectures nationwide on evolving theoriescoimputer generated information and evolving theories of
liability, practice and evidence in an electronic data universe. Steven holds six patents in the field of
content authentication, and is the founder and CEO of a content authentication pro$igeen is the
CoChair of theeDiscovery and Digital Evidence Committee of the American Bar Association, a
founding member of the Information Assurance Consortium, andaattor of the ANSI X9F4 trusted
timestamp guideline standards for the finandialugry. Aversion of this article previously appeared in
the Digital Evidence and Electronic Signature Law Review (2009) Volume 6.

* The author has experienced first-K I Yy R | G 1SYLIGa G2 RSEAYSIGS 0S8S06SSy o{L W3S
matter pending atthe publicali A 2y RI 4GS 2F (GKAa I NIAOfSd ¢KS | dziil K2NDa FANY
defendant electronically stored information, in native data format, with all associated metadata, and as generated by

defendant in the conduct of its everyday activities. The defendant produced documents in TIFF, rather than in native data
F2NXFGZ OfFAYAY3 GKIG 6KAETS AG YAIKEG KFE@S WISYSNI @S RQ |4 dz
only as TIFF format files. The difference between 3 Sy SNI 6§ SR FyR &a02NBR KSNBE Aa airA3ayATa
have provided searchable content and metadata. The TIFF files produced were not searchable, and contained no metadata.
Ly GKA& AyaidlyOSsz (KS WT &tNEdita adgghdrateld, ¥ndl dot asiuitihafel staked. IftRi$ G 1 O 2 dzt
matter does not settle, the author intends to raise the issue before the court.
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Committee Co-Chairs’ Message

¢tKS 9559 /2YYAUGSSQa CANRG !'yydat 9t SOGNRYAO
held in Chicago on May 19-20 was a resounding success. The workshop featured more than twenty

five leading judges, practitioner/lawyers, forensics experts and technologists presenting and 100
participants who attended either in person or from around the world via live internet video

streaming. U.S. Magistrate Judge Nan Nolan (Northern District lllinois) kicked off the first day of the
O2yFSNBYyOS gAGK | 1Seéy2(S RAaOdzaaAy3d (GKS {SO
t NEB 3 NNeXté vadety of speakers presented topics covering forensics, EDDE caselaw review, new
technologies, search and retrieval, and ESI Discovery cost containment strategies.

The second day began with a session on authentication and admissibility of digital evidence, and was
followed by three mock ESI discovery sessions, a judicial roundtable, and a closing keynote by U.S.
Magistrate Judge Frank Maas (Southern District New York). The first two ESI discovery mock sessions
involved a Fed.R.Civ.P. Rule 26(f) counsel meet and confer operating under the Pilot Program and
Standing Order and was followed by a hearing before U.S. Magistrate Judge Karla Spaulding (Middle
District Florida) in which unresolved 26(f) ESI discovery issues were addressed. The second mock
session involved an ESI spoliation motion hearing held before U.S. Magistrate Judge Frank Maas
(Southern District New York), and involved preservation and search issues. The judicial roundtable that
followed the mock sessions, with Chief U.S. Magistrate Judge Sidney Schenkier (Northern District
lllinois) joining U.S. Magistrate Judges Spaulding and Maas was both informative and entertaining. The
sessions were scintillating and the between-sessions conversation stimulating. We are already looking

forwardtonextyel N & ¢ 2 NJ & Kl bolld ostke Sirvoundation of thisé S N & & S a 3

Some additional info on the Pilot Program, which was developed to address reform in the pre-trial
discovery process with a focus on proportionality: ¢ K St A f 2 (i-DidcoMeRy Basimitfe@ das 9
organized under the leadership of United States Magistrate Judge Nan Nolan. Members chosen by
Chief District Judge James F. Holderman are trial judges and lawyers, including in-house counsel,
private practitioners, government attorneys, academics, and litigation expert consultants
headquartered primarily in the Seventh Circuit (states of lllinois, Indiana, and Wisconsin). The E-
Discovery Committee members met for the first time in May 2009 to take action to reduce the rising
burden and cost of e-discovery in U.S. litigation. Over the next four months, with the support and
assistance of former Justice of the Colorado Supreme Court, Rebecca L. Kourlis, Executive Director of
the Institute for Advancement of the American Legal System at the University of Denver and Kenneth J.
Withers, the Managing Director of The Sedona Conference®, the participants produced the Pilot

t NEINIF YQa t NAYOALX S& wSflIUANFRPR2LVKSNIFAED20S

¢KS 3J2Ff 2F GKS t NRyYyOA L} S & orinationéxghandebn/ec@rngnly A @A 1
encountered issues relating to evidence preservation and discovery, paper and electronic, as required

08 Cw/t HCcOFUOHUE YR faz2 LINRPOARS IhzRrirdpksOS
are subject to testing during the Pilot Program. Individual district court judges, magistrate judges, and
bankruptcy judges in the Seventh Circuit agreed to adopt and implement the Principles in selected

cases during the Phase One period (October 2009 to May 2010). Based on the results from Phase One,
which ended in May 2010, the E-Discovery Committee will further evaluate the efficacy of the

Principles and refine them as appropriate. Phase Two of the program began in June 2010 and will

proceed until May 2011. In May 2011, the E-Discovery Committee will formally present its findings and
issue its final Principles. View the Principles, the [Proposed] Standing Order and background here.
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http://www.ilcd.uscourts.gov/Statement%20-%20Phase%20One.pdf

